22 Feb 09
Update #7
Aloha Family and Friends,


We are still in port Yokosuka!  Since it is a US Naval facility, we have been able to take the opportunity to complete maintenance which we would not be able to do otherwise.

It is Sunday evening and the crew will be back to work tomorrow morning for a normal work day and work week.  We all enjoyed three days of duty section only/liberty and most of our shipmates were able to make it up to Tokyo and do some exploring.  The more adventuresome shipmates walked into restaurants without English menus and just took a chance.  Others opted to stick to McDonalds.  What ever they do, they will remember our weekend in Tokyo.  One thing is for certain, we are not accustomed to the weather!  30-40 degrees at night with a stiff breeze is cold!  We can’t wait to head to warmer weather.


The rest of this note is of a more serious nature.  Many of you know our ship’s schedule either through communications with your shipmate or from our Ombudsman.  It is ok that you have this knowledge but I ask you to please guard it carefully.  Most of the time when people divulge our schedule, it is an accidental event and under completely innocent circumstances.  Electronic systems today allow information to flow all over the world and what was once a private conversation can be intercepted.  While it sounds almost like James Bond material, our adversaries monitor information in order to find out our schedules.  Our arrival and departure date and time, as well as our destination port information is confidential until we arrive.  Once we arrive, our location is no longer confidential because people can see us from shore.
 
Some things to keep in mind:

1. When corresponding with the Ombudsman or Family Readiness Group via email, remember that our ship information is contained in their email addresses.  Do not discuss specific dates or ports in this type of correspondence.  
2. In the age of rapid electronics including Facebook and Skype, we often forget that the information is available for eavesdropping.  Do not put ship schedule information on these types of sites.
3. Consider who you are telling our arrival information to.  Do extended families really need to know specific dates?  Probably not.  

 
I am not writing this because we have had a big problem maintaining security, however, as the deployment continues, it is important we all remember to be careful with our schedule information.
 
In navy speak; this subject is called Operational Security or OPSEC for short.  You might remember a cliché from WWII; 'loose lips, sink ships’ – it remains true today.  What seems innocent or insignificant can in fact be a piece of a much larger puzzle.  Failure to control the information puts us at risk; don’t let them say they heard it from a military spouse, family member or friend! Lets keep these puzzle pieces apart!
IMUA E NA KOA KAI (Go Forward Sea Warriors!).  We look forward to our return.

Very Respectfully,

Mike McCartney
