
1) Smart Social Networking

On March 20th, 2015, a group  proclaiming affiliation to the Islamic State of Iraq and the Levant (ISIL) posted online a list of 100 individuals identified within the list by their Department of Defense (DOD) service branch, name, rank, U.S. address, and photograph.  However, the FBI is not aware of any imminent threat towards U.S. service members at the present time.

These organizations are attempting to use our own personal information against us to create fear and anxiety among our ranks and within our families.  We all have a responsibility to protect ourselves and our fellow service members and their families.

We must all reduce our vulnerabilities through active and vigilant monitoring of the information provided via the internet and social media sources.
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2) Smart Social Networking

Use of the internet and social networking sites by either  DOD personnel or their family members can present unique security concerns that must be understood by all.  It is likely that poor OPSEC and protection of personally identifiable information (PII) could result in increased security and force protection risks to units, individual service members and family dependents.

Know what information is safe to share or discuss (e.g., information that has been released to the public domain, general locations, pride/support for organizations or Individuals).
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3) Smart Social Networking

Each social media site allows for all of your private profile information, as well as your posts, to be viewable by the public if you do not set the site's privacy settings to your desired level.

Keep personal information away from others by setting your security settings to include only friends.  Verify the identity of those you correspond with.

Go through each of the privacy settings on each site that you frequent, and set them accordingly.

------------------------------------------------------------------------------------------------------------------------------------
4) Smart Social Networking

Be on the lookout for geo-tracking features and disable them. Certain sites will track your physical location via a cell phone app, providing your exact whereabouts at any given time.

Posted photographs from digital cameras may have GPS coordinates embedded.

Report suspicious incidents as soon as possible.
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5) Smart Social Networking

Even with the strictest security settings in place, remember that there are certain details of your personal lives that if made public could be a security concern for you, your family or your military department.

Information such as unit movements, deployments, personnel rosters, weapons information, or other command critical information should never be posted online.

Do not share private information such as where your children go to school, home addresses, phone numbers, times and locations of events you plan to attend, or other information that allows someone to track your routines and possibly guess when and where you or your family might be.
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Secure your wireless network with unique names and passwords.

Limit access to your wireless network.

Ensure antivirus, anti-spyware and firewall software are up to date.
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7) Smart Social Networking

Do not click on links or open email attachments from unsolicited email.

Even when in receipt of email from a known source, consider the context of the email before responding.  If necessary, verify source of email through independent means.

Avoid using public file sharing services.

Send Personal Information Through Encrypted Links Only .
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8) Smart Social Networking

For Mobile  Devices

Assume mobile apps and public networks are unsecure.

Consider using a virtual private network (VPN)

Change device settings to avoid automatic connection to any available public network.

Send Personal Information Through Encrypted Links Only.
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9) Smart Social Networking

Although quite advanced, social networking sites are simply websites.  Safe web browsing practices and OPSEC awareness are the best mitigation strategies for protecting all service members' information. 

A list of technical and behavioral best practices from all branches of service that can be implemented to mitigate the risks of using social networking sites can be found at the following DOD and FBI websites:

http://www.defense.gov/socialmedia/education-and-training.aspx/  

http://www.fbi.gov/about-us/investigate/counterintelligence/internet-social-networking-risks   






