Intelligent Sensor Fusion for
A Mobile Security Robot

The U.S. Navy is using a
security assessment
algorithm that collectively
assesses data from a
variety of sensors built into
a robot to detect intruders
in secure areas.

he U.S. Navy has developed a mo-
Tbile robot that uses sensor fusion

to determine the probability of the
presence of an intruder in a secure area
(see Photo 1). The robot uses an algo-
rithm that collectively assesses data from
82 sensors and returns a single compos-
ite threat value to an operator [1].

The algorithm employs a polar repre-
sentation of the sensors’ data to estab-
lish a composite threat score for each of
the 24 wedge-shaped zones that make
up the area around the security robot
(see Figure 1). An operator is alerted to
situations in which the composite threat
score for a zone rises above the alarm
threshold. A threat assessment value in
the range of 0-100 acts as a quantitative
indicator of classification confidence,
and a threat vector originating from the
robot’s position is graphically depicted
on the map display.

SENSOR SUBSYSTEMS

To assess the possibility of an intruder,
the robot receives information from five
types of sensors: a video motion detector
(VMD), an acoustic sensor array (ASA), a
passive infrared (PIR) array, a microwave
array, and an ultrasonic (sonar) array.

Video Motion Detector. The subsys-
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Photo 1. Robart II was the U.S. Nayy robotic test-
bed for the development and initial testing of a secu-
1ity assessment algorithm used to report the possibil-
ity of an intruder to a remotely located, manned
guard station.

tem used on the robot consists of a vid-
eo camera mounted on a pan and tilt
mechanism, which allows the camera to
cover the 360° view around the robot.
To conserve power, the VMD is acti-
vated only when the composite threat is
at the warning level, and then it is auto-

matically trained in the direction of the
perceived disturbance to confirm or dis-
count the threat. The VMD subsystem
includes a video line digitizer, an 8-bit
microprocessor, an address controller,
and video RAM.

To reduce image processing needs, the
VMD digitizes only three select lines
from the composite video image. With
three lines equally spaced throughout
the scene, effective full-screen coverage
is achieved without having to grab the
entire frame [2].

The vision processor begins data trans-
fer and analysis when the line grabber
has completed an acquisition operation.
The simplest motion-detection scheme
subtracts the current intensity array from
a previously acquired array and reacts to
significant discrepancies between the
two, which indicate a change in the
scene under observation. Some software
filtering is required to eliminate noise
and to reduce the occurrence of nuisance
alarms, but this is easily accomplished
with a 512-element linear data array.

Assuming 512-pixel coverage, the VMD
requires a minimum of 2 KB of RAM to
support the PC’s operating system and to
save the three lines of video data. When
motion is detected in any of the three
lines, three new lines are selected for
motion analysis. If the lines are chosen
around the vicinity of the initial distur-
bance, it is possible, over successive
frames, to converge on and effectively
bound the area of the intrusion. Thus,
the system is able to detect and output
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information describing the
geometric area involved to
provide servo-control in-
puts for camera positioning
or robot motion algorithms.
Acoustic Sensor Array. A
passive ASA provides infor-
mation on the bearing of
the source of the detected
noise. The array consists of o
three omnidirectional mi- ONE
crophones symmetrically 5
oriented 120° apart and
separated by a distance d.
The prototype version of
the ASA is shown in Photo
2, with the three transduc-
ers individually supported
by coil springs. The springs
provide a degree of acousti-
cal isolation and raise the
transducers to yield a clear
path for wavefront propa-
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gation without any block-
age by the video camera [2].

The ASA calculates the
bearing to an acoustical
disturbance when the sound travels
across the array and triggers all three
detection elements in a specific se-
quence—the order is dependent on the
relative position of the source. Because
of the symmetrical orientation of the
detection elements, the direction of the
disturbance can be classified as being in
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Photo 2. An acoustic sensor array was mounted on
Robart 11 to detect sound in the environment. Data
collected from this array are fused with data from a
passive infrared array, a microwave array, an ulira-
sonic (sonar) array, and a video motion detector to
determine the possibility of and bearing to a poten-
tial intruder.
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Figure 1. Each of the sensor arrays in the system covers the full 360°
surrounding the robot and divides the area into 24 equdlly sized zones.
Values are assigned to the zones by each array based on the state of the
sensors covering the zone.

one of six sectors by examining the fir-
ing sequence of the comparators associ-
ated with each of the detectors. The rel-
ative bearing to the perceived source is
calculated using conventional triangula-
tion techniques and then converted to
an absolute bearing depending on the
sector involved.

Passive Infrared Array. PIR motion
sensors detect changes in the energy
spectrum at the 10 pm wavelength,
which are generated by a potential in-
truder’s body heat. This type of pyro-
electric sensor is well suited to use on
mobile robots because of its small size,
low power consumption, excellent per-
formance, and reliability [2].

The PIR array on the security robot
consists of 48 sensors arranged in a sym-
metrical pattern. Each sensor covers a
cone-shaped detection field that does not
overlap the field of any of the other PIR
sensors. After a brief settling period on
power-up, the circuit adjusts itself to am-
bient conditions, and subsequent devia-
tions from that setpoint result in an alarm
output. This type of sensor exhibits a
low nuisance alarm rate indoors and is
weighted heavily when calculating the
possibility of an intruder.

Microwave Array. Microwave motion
detectors are active devices that operate
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Figure 2. This diagram of the remote plaiform shows the physical connections of the security assessment sys-

tem. Sensor timing and data collection are performed by the intrusion detection sensor computer, which
transmits the data to the security assessment processor for analysis by the security assessment algorithm.

at radio frequencies and rely on the Dop-
pler shift introduced by a moving target
to sense the relative motion of an
intruder. The six microwave sensors of
the array are equally spaced to provide
full coverage around the robot. Because
microwave energy reflects off walls in
confined spaces, each sensor tends to
flood the room being monitored, so an
intruder may activate several sensors
simultaneously. To compensate for this
omnidirectional effect, the directional
information provided by these sensors
was weighted less than other sensors in
the initial prototype implementation.

Ultrasonic (Sonar) Array. This array
consists of two Texas Instruments ultra-
sonic modules multiplexed to 24 Polaroid
electrostatic transducers. The modules
are active time-of-flight ranging systems
developed for automatic camera focus-
ing, and they determine the distance to a
target by measuring the elapsed time
between pulse transmission and detected
echoes.

On initial activation in a security assess-
ment scenario, the 24 sensors of the ul-
trasonic array are fired to get baseline, or
template, range readings. The sonar sen-
sors then fire at a periodic rate and com-
pare the new range readings with the

baseline readings. A deviation in the two
readings is interpreted as indicating the
possible presence of an intruder. Both
the range and the bearing of the intruder
can be determined using this technique .

Sensor Arrays. The arrays described
above are independent of one another.
Each one does its own local signal condi-
tioning and is connected to input ports
on the intrusion detection sensor com-
puter (see Figure 2). The modular design
of the sensor arrays, and of the comput-
ers themselves, allows subsystems to be
easily modified or upgraded when new
hardware or improved software algo-
rithms become available [3].

Fach sensor array continuously sends
information to the intrusion detection
sensor computer (see Figure 2), which
prefilters the data before reporting it (on
request) to the security assessment pro-
cessor. Once the security assessment
processor acquires the information, it
determines the probability that an in-
truder is present and establishes the
bearing to the potential intruder. This
information is stored until it is requested
by the scheduler. The scheduler trans-
mits the information across the RF mo-
dem to a control station, where a secu-
rity guard is stationed.

DATA ACQUISITION AND
ASSESSMENT

On each pass through the main pro-
gram’s security assessment loop (see Fig-
ure 3), the state of each sensor is moni-
tored. If a sensor state has changed, its
new state is time-stamped and stored in
the current information field. The data
that were previously in that field are
placed at the front of the history list in
the same data structure. A detailed his-
tory of the state of each sensor is kept
for about 5 min.

Also in the data structure is a baseline
weight for each sensor, which determines
how much each sensor contributes to the
overall composite threat assessment val-
ue. These values are taken from an array
that bases the initial weight on the dem-
onstrated reliability of the sensor.

After new data have been read, the
threat assessment function is called,
which adjusts the sensor weights when
purposeful motion is detected or when
different types of sensors correlate with
each other. The threat assessment func-
tion (see Figure 4) then calculates the
composite threat value based on the ad-
justed weights.

START

INITIALIZE ALL SENSOR
VALUES TO O

CALL UPDATE—SENSOR

UPDATE SENSOR VALUES
AS NECESSARY
(RANGE OR ON/OFF)

CALL ASSESS—THREAT

CALCULATE COMPOSITE
THREAT BASED ON SENSOR
INFORMATION

| UPDATE SCREEN. |

Figure 3. The main program flow updates the sen-
sor information received from the intrusion detec-
tion sensor computer and calculates the composite
threat based on that information. The composite
threat is transmitted to the control station, where
the supervisor display screen is updated and an
alarm is sounded if an intruder is present.
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Detecting Purposeful Motion. The
algorithm identifies the first active sensor
of a group. If the sensor to the right or
the left of the active sensor is also active,
the active sensor’s weight is increased by
a factor of K. Data stored in the history
file are examined to determine if the sen-
sors adjacent to the active sensor have
been previously active within a specified
period of time. If they were, the weight
of the active sensor is increased by an
increment equal to its initial weight times
ascalar S,.

If an adjacent sensor has been active,
the history file is again examined to see
if the next sensor in the array detected
motion, If previous motion is indicated,
the weight of the active sensor is further
increased by a second increment equal
to its initial weight times a scalar S,.

This process is repeated for the other
active sensors of the given type, after
which the remaining groups of motion
detection sensors are similarly exam-
ined. If there is a temporal history of lat-
eral motion across the array’s field of
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Figure 4. The threat assessment algorithm incre-
ments the initial sensor weights for purposeful
motion, converts them into 24 equally spaced zones,
and increments the zone weights if angular sensor
fusion is detected. The maximum zone weight is
compared to the alarm threshold to determine if an
alarm should be generated.

view and the adjacent sensors have been
activated in a distinct sequence, the
resulting signature is classified as pur-
poseful (as opposed to random) motion,
and the active sensor weight is signifi-
cantly increased.

Most of the motion detector arrays on
the robot {e.g., the microwave, PIR,
acoustical, and video arrays) are capable
of angular resolution only, and they pro-




vide no range information. An exception
is the ultrasonic motion detection array,
which identifies a potential intrusion
through changes in measured target dis-
tances as seen by one or more sensors in
the 24-element array. This feature allows
an additional level of analysis to be per-
formed on sonar data in the history file.

Purposeful motion of an intruder should
result in a continuous target path profile,
with no significant discontinuities or
jumps in the target’s position. When
properly exploited, this analysis can be
helpful in filtering out inaccurate sonar
data (ultrasonic ranging systems operating
i air are susceptible to errors caused by
beam interaction at the target surface [4]).

To further minimize nuisance alarms
resulting from the inherent poor repeata-
bility in range measurements, informa-
tion from the PIR sensors is fused with
data from the ultrasonic motion detec-
tion array. Only those changes in sonar
range that are validated by a correspond-
ing PIR hit are considered significant by
*the system. This technique is referred to
as cross correlation, or angular sensor
fusion.

Cross Correlation. The next step in

the assessment routine involves convert-
ing the individual sensor weights to zone
weights for each sensor group. This is
done by determining the probability that
the potential intruder is in a zone by ex-
amining the state of each sensor in the
zone.

For example, if an active sensor lies on
the boundary of two zones, a 50% prob-
ability exists that the intruder is in either
zone. The calculated probability is mul-
tiplied by the sensor’s weight, and the
values are summed for each sensor in
the zone. The zone weights of each of
the sensor groups are checked for corre-
lation and increased or decreased ac-
cordingly.

Composite Threat Calculation. Once
the weight contributions have been gen-
erated for the individual sensors of each
type, the threat calculation function
adds up the individual sensor group
weights to produce a composite threat
value for each of the 24 zones. The max-
imum composite threat of the individual
zones is used as the current composite
threat. To smooth out the composite
threat that is displayed on the screen
(see Figure 5), the current composite

threat is compared with the values cal-
culated in the last 4 s. The maximum of
these values becomes the new compos-
ite threat.

Persistence Factor. The threat magni-
tude is further adjusted by a persistence
factor (PF), which provides an additional
predefined contribution to the compos-
ite threat score. The PF is indicative of
and proportional to the magnitude and
duration of prior activity in the area
under surveillance. The PF increases
system sensitivity for scenarios in which
activity was previously detected, though
at a level insufficient to generate an
alarm condition.

PF = | F(t) M(t) dt (1)

where F(t) represents a t1me—dependent
weighting function, and M(t) represents
the magnitude of the observed compos-
ite threat as a function of time.

These can be individually approximated
over n arbitrary time increments as:
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F(t) can be represented as a linear
function that varies from 0 at Tytolat

T}, with the time between Ty and T,
divided into n sample periods. For exam-

. 10/18/92 MDARS Supervisor Display 11:27:07
ple’ If n = 10’ then Tl - 01’ and $0 on IDS Alarm signifles the platform has LATFORM #1 IDS ALARM : THREAT LEVEL 82 11:26:30
up to Tl 0= 1.0. encountered a moving object In Its fleld of {PLATFORM #3 DIAGNOSTIC FAILURE 4 10:55:00

view.

M(t) can be individually implemented

LATFORM #4 PLATFORMLOST 10:54:00
LATFORM #4 PBA ALARM 09:30:00

as the maximum observed composite
threat over any time increment or sam-
ple period.

In keeping with the above example
that assumed 10 sample periods, the
equation would appear as follows:

PF=S[0.1 M, +02M,+..+M,] (3)

where M, through M, are the maxi-
mum composite threat values observed
during sample periods 1 through 10, re-
spectively, and S is a scalar.

The PF should have a maximum up-
ward bound, such as 10, and it would be
added to the current composite threat as
follows:

ROBOT STATUS DISPLAY]
Unit [D:95-1

Location:95-A
IDS Mode:ON
PBA Mode:ON

Map Display [Mobliity:Stationary
Window Video:ON

BITE:System Normai

[ A ]
|« Iscroti] P |
BRAa
-E!S*E:l EEN |

final composite threat = initial com-
posite threat + PF

The final adjusted composite threat is Figure 5. The supervisor display screen prints the time and composite threat score received from the platform.
compared with a predetermined alarm  If the threat score is above the alarm threshold, an alarm is sounded.
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threshold value. If the composite threat
exceeds the threshold, it is assumed by
the system to be in an alarmed condition.
The axis of the active, or alarmed, zone is
used to graphically plot a threat vector on
the map display at the control station.

CAUSES OF ALARMS

The initial weight values of each sen-
sor and the multipliers (e.g., S and K)
have been chosen so that the following
minimum situations cause the robot to
go into an alarm condition:

* A PIR sensor detecting purposeful
motion and an active adjacent PIR ar-
ray, an active microwave sensor, or any
other sensor group cross correlating

* Cross correlation of a sonar sensor
and a PIR array in addition to an active
adjacent PIR array, an active microwave
sensor, or a correlating video or acoustic
Sensor

* Cross correlation of a PIR sensor and
a microwave sensor along with an active
adjacent PIR array; three other active
microwave sensors; or a correlating vid-
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€0, acoustic, sonar, or PIR sensor

* Activation of the VMD and cross cor-
relation with an acoustic sensor, sonar
sensor, or PIR sensor; motion detected
by a microwave sensor at the same an-
gle; or motion detected by two micro-
wave sensors at different angles

* An active acoustic sensor array along
with cross correlation with video or PIR
sensors; cross correlation with a micro-
wave sensor and a sonar Sensor; or mo-
tion detected by three microwave sen-
sors, one of which is at the same angle as
the active acoustic sensor

Although these are not the only situa-
tions that cause an alarm, they are the
most common.

CONCLUSION

The real-time security assessment algo-
rithm discussed in this article was tested
by an independent evaluation team. The
team performed a series of feasibility
tests on the individual sensor suites and
the security assessment algorithm.

After testing security assessment capa-
bilities, the team found that the algo-
rithm fused, interpreted, and assessed in-
formation from various types of sensors
and successfully detected the intruder in
all trials [1]. During the same time period,
no nuisance alarms were recorded.

Furthermore, the results of the algo-
rithm were compared with a system that
neither correlated information obtained
from different types of sensors nor cor-
related current information with past in-
formation. The comparison showed that
the algorithm described in this article
significantly improved the ability of the
system to differentiate between real and
nuisance alarms.

Since the completion of the feasibility
tests, researchers have begun to convert
the algorithm from the C programming
language to Ada, which will make the
program easier to maintain. In addition,
the quantities and types of sensors in
the system are also being modified.

The new system will consist of 32 PIR
sensors and eight microwave sensors.
The ultrasonic ranging modules are be-
ing upgraded to interpret multiple echos
from a single chirp, which will greatly
enhance the reliability of the range in-
formation in instances where an in-
truder walks behind a pillar or when
multiple intruders are present in the
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same sensor zone. Finally, the acoustic
sensor array is being eliminated. Al-
though these sensors performed ade-
quately during the tests, the testing
team decided that there were too many
sources of noise in a secured environ-
ment capable of causing the acoustic
sensors to be in an alarm condition (e.g.,
heating/air conditioning units switching
on and off or telephones ringing).

Because the omnidirectional effect ex-
perienced with microwave sensors falls
off as the size of the room being moni-
tored increases, the algorithm will be
modified to incorporate a reflectivity fac-
tor representative of the size of the room
based on the sonar template. For exam-
ple, the average value of all sonar ranges
within a zone will predict the influence
of reflected energy on a microwave sen-
sor. If the system is operating in an open
area, the microwaves will be modeled as
directional, but if the system is operating
in a congested area, across-the-board
influence will be expected.

Today, a number of these robots are
used in the Mobile Detection Assess-
ment Response System (MDARS). This
program seeks to provide automated in-’
ventory management and security as-
sessment in warehouses and storage
sites of the Department of Defense.
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