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• Cryptography and Key Management:  Acquire, install, and 
provide life cycle support for end cryptographic units for 
Navy, Marine Corps, and Coast Guard platforms 

 Data and Voice Cryptography (Modernization and Legacy) 

Key Management (Electronic Key Management System 
(EKMS) and Key Management Infrastructure (KMI), Key 
Loaders) 

 Public Key Infrastructure (PKI) 

Program Overview 
Crypto & Key Management 

Navy’s cybersecurity acquisition agent delivering cybersecurity products, 
capabilities, and services  

Navy’s cybersecurity acquisition agent delivering cybersecurity products, 
capabilities, and services  
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• Protects against, monitors, analyzes, detects, and responds 
to unauthorized activity within Navy tactical networks and 
attacks against computer-network vulnerabilities, cyber 
threats, and critical assets 

• Capabilities: 
Shore: Firewalls, Host IPS/FW/Anti-virus, network IDS/IPS, event 
logging, security compliance scanning and assessment, 
spyware/malware & anti-virus protection, email scanning gateway, 
VPNs, Web content filtering, cross-domain solution, data-at-rest 
encryption, smart card logon (PKI) 

Afloat: Host IPS/FW/Anti-virus, security compliance scanning and 
assessment, smart card logon (PKI), cross-domain solution, crypto 
secure voice/data, data-at-rest encryption 
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Program Overview 
Computer Network Defense (CND) 
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The Threat Landscape 

• 2014:  Data breaches increased 23%; vulnerabilities such 
as Heartbleed, ShellShock, and Poodle had wide-spread 
prevalence across a number of OSs 

• 2014 Trends 
Attackers moving faster, defenses are not 

All-time high of 24 discovered zero-day vulnerabilities  
– Took 204 days, 22 days, and 53 days, for vendors to provide 

a patch for top three most exploited zero-days 

Attackers streamlining and upgrading techniques 
– 40% increase of highly targeted spear-phishing 
– Watering Hole attacks via legit websites; malware push  
– Trojanized software updates from spoofed websites 

Source:  2015 Symantec Internet Security Threat Report 
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Five Years of Threats 

Source: McAfee Labs Threats Report- August 2015 

2010 2011 2012 2013 2014 2015 
MBR Infectors Increase Below the OS (MBR; BIOS; firmware) 

Drive-by Downloads 
Permanent Threats in the Browser 

Exploit Kit Explosion 
Fileless Threats/Malware-free Intrusions 

Server-side Polymorphism/Hash Busters Single-use Malware 
Memory-scraping malware (including POS threats) 

Macros & PowerShell Boost Script Malware 
Fake A/V 

Bit Coin/Digital Currency Threats  
Ransomware 

POS Malware 
Mac Threats Rise 

Mobile Threats (Malware; PHA; PUS)  
IoT Threats 

Malware platform 
diversification and 
multi-platform 
attacks 
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Firewall 

Intrusion Detection Intrusion Prevention 

Evolution of Cyber Protection 
Delivered to the Fleet 

Signature Based 

AntiVirus 

Automated  SA / 
Continuous Monitoring 

Behavior Based Predictive 

Host Based Firewall 

Encrypt Data 
At Rest 

Public Key Infrastructure 
(email Sign/Encrypt) 
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Network Focus User Focus Enterprise Focus 

Encrypt Data 
In Motion 

Data Tagging 

IdAM- Role/Attribute-
Based Access Control 

Certificate Based Login 

Self- 
Healing 
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Proactive / Adaptive Defense 
Advanced Persistent Threat 

Manual 
Situational Awareness (SA) 

Anti-Malware 

Since 1990s Since early 2010s Now 
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Industry Trends 
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• Real-time Anomaly Detection & Response 
• Reactive to Predictive 
• Supply Chain Risk Management  
• Social Engineering / Phishing 
• Speed to Capability 
• Industrial Control Systems 
• Cyber SA / Continuous Monitoring 
• Bring Your Own Device (BYOD) 
• Education, Training, and Awareness 
• Insider Threat/Data Loss Prevention 
• Agile Configuration Management 
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Industry Partnerships 
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Program Office teamed with Industry to support the 
Navy and PEO C4I’s Cybersecurity mission 

Program Office teamed with Industry to support the 
Navy and PEO C4I’s Cybersecurity mission 


