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SPAWAR  Why the focus on cybersecurity?
4 Cyber Environment - Internet of Things

The Growing Cyberattack Surface
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Worldwide Threat Assessment
of the
US Intelligence Community
(Cyber and Technology excerpts)

Internet of Things - "Smart” devices incorporated into the electric grid, vehicles—including autonomous
vehicles—and household appliances are improving efficiency, energy conservation, and convenience.

=  Security industry analysts have demonstrated that many of these new systems can threaten data
privacy, data integrity, or continuity of services.

Artificial Intelligence (Al) - Al ranges from “Narrow Al” systems, which seek to execute
specialized tasks, such as speech recognition, to “General Al” systems—perhaps still decades
away—which aim to replicate many aspects of human cognition.

= The increased reliance on Al for autonomous decision making is creating new vulnerabilities to
cyberattacks and influence operations.

= Al systems are susceptible to a range of disruptive and deceptive tactics that might be difficult to
anticipate or quickly understand.

= Efforts to mislead or compromise automated systems might create or enable further opportunities
to disrupt or damage critical infrastructure or national security networks.

Devices, designed and fielded with minimal security requirements and testing, and
an ever-increasing complexity of networks could lead to widespread vulnerabilities
in civilian infrastructures and US Government systems.

Source: http://www.armed-services.senate.gov/imo/media/doc/Clapper_02-09-16.pdf



-"@WAB San Diego Cybersecurity
/ 4 — a Growing Industry

Vv CYBERSECURITY & THE TECH-ECOSYSTEM
= 104+ Core Cyber Firms in SD
= 16,580 Jobs Impacted

= 7,620 Direct Jobs
— 14.7% Increase Since 14
— 3,390 SPAWAR Cyber Security (CS) jobs
— nearly half of all SD CS jobs

= $1.9B Total Economic Impact
— 26.4% Increase since “14

Vv TALENT & WORKFORCE

= 13% Project Cyber Employment Growth next 12 months.
— Compared to 2% overall regional job growth

= Cyber Pays 50% Higher
— $75K Network Support vs. $116K CS Specialist

= 3,000 Computer Science graduates annually from SD Universities and Colleges

Source: San Diego Cyber Center of Excellence 6
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-"’3""‘3 SPAWAR Funds Flow
FY 2015

FUNDS
APPROPRIATED OTHER
TO SPAWAR SOURCES

SPAWAR
Total $6 8B
ToHQ, PEO’s

e Directto

Labor & Travel Ind UStry

$0.2B $2.0B
3% 30%

CONTRACTS WITH

PRIVATE INDUSTRY

$5.0B 74% 28%

$3.0B
(TOTAL)

Source: N-ERP

NQOTES:

« SSC LANT includes Norfolkand NOLA; SSC PAC includes PAC General Fund (formerly NCTSI)
- Delta between SSC Inflow and Outflow to industry is primarily associated w/ NWCF Labor Costs
« Does not include Carryover

SSC LANT
$2.3B

Hardware/Software Development;
Integration, Assembly, & Test;
Purchased Services; Government
Technical Oversight; R&D

SSC PAC
$1.9B

Hardware/Software Development;
Integration, Assembly, & Test;
Purchased Services; Government
Technical Oversight; R&D

$1.9B
81%

$1.1B
59%

AY1SNANIOL



SPAWAR
v’ Competition Metrics

FY 2016

o oo Current Month Cumulative for FY
il el Total Base Competed Percentage Total Base Competed Percentage
Actions 1,257 989 79%) 10,279 8,204 80%|
Dollars $402,787,928 $ 315,525,425 78% S 3,368,154,720 S 2,597,665,219 77%]
Effective Effective
One Offer Received Quantity Competition Quantity Competition
Actions 27 97%] 134 98%|
Dollars S 7,131,629 98%] S 53,478,905 98%|
Source: FPDS-NG (as of 7/5/16)
Percentage
- Department Competed
FY 2015 and Prior (Dollars)
Competition Metrics* HQ 75.72%
Percent Competed LANT 83.71%
Soa3% PAC 79.55%
— SPAWAR 79.70%
=n TOTALS
I ]

Fyiz2 FY13 FYia

$5,357,008,203.16 *Competition
$5,080,295,639.88 informationis
$4,030,038,480.35 g“gﬁd:gg:f‘“i
$3,876,478,991.08 s

Dollars Competed:




SPAWAR SPAWAR CONTRACTS BY STATE
V¢ 2015 TOTAL OBLIGATIONS: $4,866 MILLION
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Other Countries
« France $49
« Afghanistan $16
« Saudi Arabia $10
« Japan $7
- Germany $7
' ; — - « [taly $4
» Numbers represent SPAWAR's net contract obligations during FY15 ($M) v Rt 4
* Yellow text top 2 states with the most direct business (> $1B) « Others $16




SPAWAR
Y& SPAWAR Contracting Workload

FY 2013 — 2015 Trends

Actions Dollars ($M)
14,000 - 3000
12,000 - - 2500
10,000 -
2000
8,000 -
1500
6,000 -
1000 Actions:
4,000 Obligations:
2,000 - Bl
0 - ' 0
FY13 FY14 _ FY15
s HQ Actions 2,728 _ 2,737 3,235
s SSC LANT Actions 13,131 10,645 | 8,772
SSC PAC Actions 5,526 5,268 ' 5,556
=== HQ Obligations $2,786 $1,996 | $1,903
=i SSC LANT Obligations 52,686 $2,315 | $1,933
SSC PAC Obligations $844 $888 j 5961

Source: FPDS-NG
NOTE:
+ SSC LANT includes Norfolk and NOLA

FY2016 to Date

9,145
$2,996M



Agenda

¥ SPAWAR's Vision & Strategic Plan — Execution Year 2016
- Focus on Cybersecurity

V¥ Industry Partnership / Trends

V¥ Service Contract Performance Metrics

V¥ Best Value at SPAWAR

» Tradeoff vs. Low Price Technically Acceptable

V¥ Office of Small Business Programs - Performance



SPAVAR

v’° Service Contract Performance Metrics

(Formerly “Tripwires™)

Bridge
Contracting
Actions

Source
Selection
Premiums

Competitive
One-Bids

Subcontractor
Adds - Post-

Pre-Award

0ODCs

Qi SPAWAR
- Performance Metrics "

Post-Award ) PrecAward

Labor Rate Labor Rates
Variance

Post-Award
Post-Award oDc

Labor Rates

Monitoring

¥V Intent
= |nstill Accountability
= |mprove Visibility

V¥ Updates
= Policy was updated in December 2015 and
April 2016 - reflecting refinements to each
metric and emphasis on original intent vs.
“trip avoidance”

V¥V Trends

» HQ: FY15 Mefrics trended downward or
constant, except for Pre-Award Labor Rates
and Post-Award ODCs, which increased

» SSC-Atlantic: FY 15 Metrics trended
downward or constant, except for Pre-Award
Labor-Rates and Bridge Contracts and Post-
Award Average Labor Rate Variance

»  SSC-Pacific: All FY Metrics trended
downward or constant, Subcontractor

Additions are up in FY16 s
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SPAWAR SPAWAR Best Value
V’ Tradeoff vs. Low Price Technically Acceptable

Cost Factors Most Non-Cost Factors
Important Most Important

15



SQW”S SPAWAR Best Value

Tradeoff vs. Low Price Technically Acceptable

Recent Survey Questions:

1. For your recent competitions, was the

selection approach LPTA or Tradeoff?
= HQ: 1 of 31 competitions was conducted
as LPTA
= SSC LANT: 5 of 37 Competitions were
conducted as LPTA

2. |If Bestvalue, did award go to:

a) An acceptably rated offeror with the
lowest evaluated cost?

b) The offeror with the best rating and is the
lowest (or among the lowest) evaluated
cost?

c) An offeror with a higher rating and a
higher evaluated cost, but not the highest
in either category?

d) The highest rated offeror with the lowest
evaluated cost.

SPAWAR HQ

SSC LANT

m Lowest evaluated cost, acceptably rated
m Lowest evaluated cost, best rated
It Higher evaluated cost and higher rated, but not highest

m The highest evaluated cost, best rated
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Dashboard for SPAWAR Small Business

Major Command: SPAWAR
Fiscal Year 2016 Small Business Performance
Data as of: 13 July 2016

25 50
SB Set-Aside Rate

-

Total: $719M

(77.63)

5.5 11
Small Disadvantaged

-

SDB YTD: $444.707M

$325M

$601M

Awards Breakdown

r
Total: $332.462M

(58.84]

SB Service Awards SB Products Awards

M OTSB Service Awards OTSB Products Awards

3.25 6.5
Women Owned

0.9 1.8

HUBZone

- L 4

WOSB YTD: $290.211
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Questions



