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New technologies in cars have enabled valuable 
features that have the potential to improve driver 
safety and vehicle performance. Along with these 

-

The proliferation of these technologies raises 
concerns about the ability of hackers to gain access 
and control to the essential functions and features 
of those cars and for others to utilize information on 
drivers’ habits for commercial purposes without the 
drivers’ knowledge or consent. 

To ensure that these new technologies are not 
endangering or encroaching on the privacy of 

manufacturers to learn how prevalent these technol-

-
tion is managed.1

This report discusses the responses to this letter 

-

manufacturers did not respond. 

The responses reveal the security and privacy 
practices of these companies and discuss the wide 

measures to protect against malicious use of these 

1. Nearly 100% of cars on the market include 
wireless technologies that could pose vulnera-
bilities to hacking or privacy intrusions.

2. -
aware of or unable to report on past hacking 
incidents.

3.
to vehicle electronics are inconsistent and 
haphazard across all automobile 

not seem to understand the questions posed 

4. Only two automobile manufacturers were able 
to describe any capabilities to diagnose or 

-
gies that cannot be used for this purpose at 
all.

5. Automobile manufacturers collect large 
amounts of data on driving history and vehicle 
performance.

6.
that collect and wirelessly transmit driving 

describe effective means to secure the data.

7.

customer experience” and usually involving 

considerably among manufacturers.

8. Customers are often not explicitly made aware 

often cannot opt out without disabling 

appropriate security measures to protect drivers 
against hackers who may be able to take control of a 
vehicle or against those who may wish to collect and 
use personal driver information.

In response to the privacy concerns raised by 

of automobile manufacturers recently issued a 
voluntary set of privacy principles by which their 
members have agreed to abide. These principles 
send a meaningful message that automobile 
manufacturers are committed to protecting consum-

-

depend in part on how the manufacturers interpret 

EXECUTIVE SUMMARY

1. http://www.markey.senate.gov/news/press-releases/as-wireless-technology-becomes-standard-markey-queries-car-
companies-about-security-privacy 
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will be achieved are unclear and may not be noticed 
 

-
er only address data sharing and do not refer to 

-

largely leave these matters to the discretion of the 
manufacturers. 

The alarmingly inconsistent and incomplete state 

 
to promulgate new standards that will protect the 

-

 
points and data-collecting features are 
protected against hacking events and security 
breaches; 

 
testing; 

 Include measures to respond real-time to 
hacking events; 

 

 
out of data collection and transfer of driver 
information to off-board storage; 

-

consumer request. 
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INTRODUCTION AND METHODOLOGY

Today’s cars and light trucks contain more than  
-

as well as their ability to communicate with one 
another. They also have the ability to record vehicle 
data to analyze and improve performance. On-board 
navigation technologies as well as the ability to 
integrate mobile devices with vehicle-based technol-
ogies have also fundamentally altered the manner in 
which drivers and the vehicles themselves can 
communicate during the vehicles’ operation. 

This new technology has also resulted in an 

information-gathering abilities can be used by 
automobile manufacturers to provide customized 

the wrong hands such information could also be 

create vulnerabilities to hacking attacks that could 
be used to invade a user’s privacy or modify the 
operation of a vehicle. Two recent developments 
highlight potential threats to both automobile 
security and to consumer privacy. 

researchers demonstrated their ability to connect a 
laptop to two different vehicles’ computer systems 

components.2 In their initial tests with a laptop and 

gauge readings.
researchers looked into the hackability of 21 
different vehicle models from 10 different 

security in each vehicle with respect to wireless entry 

than could be compromised.  

-
turers in the hopes that the companies would 

-

companies reportedly noted that the researchers 
-

built on prior research that demonstrated that one 
could remotely and wirelessly access a vehicle’s CAN 

5 

increasing use of navigation or other technologies 
that could be used to record the location or driving 
history of those using them. A number of new 
services have emerged that permit the collection of 

but also potentially for commercial and law enforce-
ment purposes.6 This concern was highlighted when 

during a test drive of one of its vehicles by a reporter 

settings to rebut the reporter’s unfavorable review of 

2   “Adventures in Automotive Networks and Control Units,” Dr. Charlie Miller and Chris Valasek, 
http://illmatics.com/car_hacking.pdf 

3 http://www.npr.org/blogs/alltechconsidered/2013/07/30/206800198/Smarter-Cars-Open-New-Doors-To-Smarter-Thieves 

4  “Black Hat 2014: Hacking the Smart Car,” Mark Anderson, IEEE Spectrum,  
http://spectrum.ieee.org/cars-that-think/transportation/systems/black-hat-2014-hacking-the-smart-car 

5 See “Researchers Show How a Car’s Electronics Can Be Taken Over Remotely,” John Markoff, The New York Times, 
March 9, 2011, http://www.nytimes.com/2011/03/10/business/10hack.html 
http://www.autosec.org/pubs/cars-oakland2010.pdf and http://www.autosec.org/pubs/cars-usenixsec2011.pdf 

6  “Dash is Turning Cars into Futurists, Data-Collecting Machines with an App and a Cheap Plastic Dongle”, Alyson 
Shontell, Business Insider, http://www.businessinsider.com/a-tiny-piece-of-hardware-turns-your-vehicle-into-a- 
smart-car-that-talks-and-collect-tons-of-data-2013-8 



4
A report written by the staff of Senator Edward J. Markey (D-Massachussetts)

his driving experience.7 Car dealerships and naviga-
tion systems providers have also begun to use 

disable vehicles if drivers do not keep up with their 
payments8

which can raise safety concerns if the vehicles are 
disabled during an emergency or when the driver is 
left stranded in an unsafe location. 

are emerging as a viable tool for improving active 

main unknowns in their development is a robust 
communication security system.9 As vehicles 
continue to become more integrated with wireless 

 

avenues through which a driver’s basic right to 
privacy could be compromised. These threats 
demonstrate the need for robust vehicle security 
policies to ensure the safety and privacy of our 
nation’s drivers. 

In order to better understand the ability of automo-
bile companies to protect the safety and privacy of 

questions posed were identical for each manufactur-

-
sponded with a single letter and are together treated 

wrote generic statements on their commitments to 
security and privacy that were non-responsive to the 
questions that were posed. 

between manufacturers in existing practices for 

vehicle privacy protections by issuing its own set of 
voluntary privacy principles.10 These voluntary 
principles were developed and supported by the 

including all of the manufacturers that responded to 

 
-

-
ment to them by 19 manufacturers (including all of 

important step forward by the automotive industry. 

assure consumers that they will be informed when 
data collection occurs and given choices regarding 
whether their information can be used for marketing 

-
tion to law enforcement without a warrant or court 

place to protect data from falling into the wrong 

number of questions regarding how car manufactur-
ers will effectively make their practices transparent 
to consumers and provide consumers with rights to 

among other concerns. 

the introduction of new technology in very different 

consumers. Individual automaker responses will not 
be publicly released due to the proprietary and 
security-sensitive nature of some of the responses. 

7 See “Elon Musk’s Data Doesn’t Back Up His Claims of New York Times Fakery”, Rebecca Greenfield, The Atlantic Wire, 
http://www.theatlanticwire.com/technology/2013/02/elon-musks-data-doesnt-back-his-claims-new-york-times-fakery/62149/  
and http://www.teslamotors.com/blog/most-peculiar-test-drive 

8 “Late on a Car Loan? Meet the Disabler”, Jonathan Welsh, The Wall Street Journal,  
http://online.wsj.com/article/SB123794137545832713.html,

9 Vehicle-to-Vehicle Technologies Expected to Offer Safety Benefits, but a Variety of Deployment Challenges Exist”, 
Government Accountability Office, GAO-14-13, http://www.gao.gov/assets/660/658709.pdf 

10  “Consumer Privacy Protection Principles, Alliance of Automobile Manufacturers, Inc. and Association of Global 
Automakers, Inc., November 12, 2014,  
http://www.autoalliance.org/index.cfm?objectid=CC629950-6A96-11E4-866D000C296BA163
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FINDINGS

Finding #1: Nearly 100% of cars on the 
market include wireless technologies that 
could pose vulnerabilities to hacking or 
privacy intrusions.

more prevalent as manufacturers have found ways 
-

technologies also require wireless entry points 

accessed remotely. In 2011 a group of researchers 

and they were able to remotely hack into a vehicle 

 
controlling different features including the locks  
and brakes.11 

Of the 16 manufacturers that responded to the 
 

 

the federal mandate for tire pressure monitoring 

These responses show that nearly all vehicles on 

and anti-theft systems and features.

Finding #2: Most automobile manufacturers 
were unaware of or unable to report on past 
hacking incidents.

to list and describe instances in which they have 
been made aware of wireless or non-wireless 

-

only 1 reported such instances. This company 

 An application was developed by a third party 
and released for Android devices that could 

connection. A security analysis did not 
indicate any ability to introduce malicious 

as a precautionary measure.

 -
gram the onboard computers of vehicles to 
increase engine horsepower or torque 

-
ed onboard diagnostic port or directly into the 
under-the-hood electronics system.

Finding #3: Security measures to prevent 
remote access to vehicle electronics are 
inconsistent and haphazard across all auto-
mobile manufacturers, and many manufactur-
ers did not seem to understand the ques-
tions posed by Senator Markey.

handle software updates associated with recalls and 
service campaigns to ensure that these are done 

vulnerabilities associated with tire pressure monitor-

communication technologies.

Of the 16 automobile manufacturers that respond-
-

that addressed the question as a whole instead of 

sub-parts. 

11  “Researchers Show How a Car’s Electronics Can Be Taken Over Remotely”, John Markoff, The New York Times, 
March 9, 2011, http://www.nytimes.com/2011/03/10/business/10hack.html 
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This question seems to have been interpreted 
differently by different manufacturers. About half of 
the responses described security or encryption 

intended but not to ensuring that a security breach 

procedures used in their development process to 
conduct targeted evaluations of their security 
measures. The responses revolving around security 
and encryption measures varied widely from manu-

sets of radio-frequency signals; 

 
of sensors to allow for proximity of legitimate 
communications; 

 
devices; 

-
-

etary communication tools; 

5. Closed systems where the implementations 
do not allow the ability for code to be written 
without authorized tools; 

network connections; 

-

The other half of the responses named procedures 
utilized in the development process that manufactur-

line with the wording and intent of the question. 

 Threat modeling; 

 

 

 

 Component testing; 

 

-
spond to this part of the question.   

Automakers were also asked about the number of 
safety recalls and service campaigns issued by the 

-
paigns involved software updates that could be used 

other 12 companies provided different levels of 
detail in their responses. The responses ranged from 
27-210 combined recall or campaign events during 

delivered using a hardwire connection (not over-the-

through a dealer or service center.

The manufacturers were also asked about how 

manufacturer responded with descriptions of how 
they provide such software through authorized 
dealers with the appropriate tools. Automobile 

said that all of the responses are similar in that they 
presume a malicious actor could not access or 
acquire the technologies that mechanics have. They 
state that software updates for systems should be 

in order to effectively prevent intrusions.

Finding #4: Only two automobile manufactur-
ers were able to describe any capabilities to 
diagnose or meaningfully respond to an 
infiltration in real-time, and most say they 
rely on technologies that cannot be used  
for this purpose at all.

capable of monitoring electronic systems in real-time 
in order to detect and respond to potential intru-

can only record information on-board the vehicle. 

attention of the manufacturer if that data were 
manually downloaded by a dealer or service center 

-
turers did not respond or mentioned generic security 
systems in place. Only two manufacturers described 
credible real-time reactions to an intrusion event.

The manufacturers were asked whether they 
include technologies to monitor vehicle CAN buses 
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communications among the different electronic 

were then asked about how they would respond to 
 

which claim to be able to detect wireless intrusions.   
The other 2 manufacturers who responded to the 
question admitted that they do not monitor the CAN 

manufacturers stated that such information was 

The responses received varied in level of detail 
and in their methods of monitoring CAN buses. The 
six manufacturers who claim to monitor CAN buses 

1. One manufacturer claimed to have a propri-
etary system that cannot be disclosed; 

2. Two manufacturers claimed that the electronic 
-

which would alert the manufacturer only if the 
data were later retrieved at a service center  
or dealership; 

watchdog system that shields communication 
and recognizes inconsistencies at gateways; 

-

-

5. One manufacturer mentioned that seed-key 
security is applied to protect vehicles from 

random security variable which must be 
matched in order to allow communication 
access.

-

behavior and not detect any problems with the data 
itself. An analogy was given to compare it to some-

phone company is monitoring the lines to see if 

content of the conversations. They also noted that 

by malicious actors. 

received similar responses. Of the eight manufactur-

the features themselves are equipped with 
encryption and security technologies; 

5. One manufacturer stated that its remote keyless 
entry systems can record key code authentica-
tion failures.

The encryption and security measures (response 

events. Automobile security experts consulted by 
-

into the car to steal it but will do nothing to prevent 

the manufacturer in real-time.

responded with vague mentions of security systems 

service campaigns that could not be used to respond 
in real-time. The other four manufacturers provided 

1. One manufacturer claimed that it would 
contact the subscriber through the telematics 
program to alert them and resolve any 
problems;

2. One manufacturer said that it has the ability to 
disable certain connected features;

vehicle operation if malfunctions that could 
cause damage occur;
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the option to safely slowdown and immobilize 
an impacted vehicle if the vehicle is in motion 
at the time of detection.

not be an effective real-time way to deal with an 

-
-

that indicate an ability to immediately respond to 
security threats and address the situation for the 
drivers who subscribe to their telematics providers.

These three questions and their responses have 

described credible means of responding to such 
intrusions in real time.

Finding #5: Automobile manufacturers 
collect large amounts of data on driving 
history and vehicle performance.

New vehicles are capable of collecting a 
tremendous amount of data through a variety of 

types of navigation technology or other technologies 
are in their vehicles with the ability to collect driving 

 

completeness.

data recording systems that have the ability to record 
driving history information. These included branded 

  

 

 
system;

 

 

 
changes in speed;

 

 

 

 

 

 Distances and times traveled;

 

 

 Tire pressure;

 

 

 Odometer reading;

 

 

 Coolant temperature;

 

 

three others listed all three of the categories above. 

The percentages of vehicles that contain such 
technologies varied greatly among the manufactur-

them while others claim that all of their vehicle 
models do. The percentages are shown in the chart 

from a manufacturer containing technologies that 
can collect driving history information. These 
percentages either showed slight increases or 
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PERCENTAGE OF AUTOMOBILE MANUFACTURERS THAT 

COLLECT AND TRANSMIT DRIVING HISTORY DATA

Transmit and 

store data 

off-board

50%

No 
response

19%

Collect data 
on-board

25%

Do not collect data

6%

The two coalitions of manufacturers recently 
adopted voluntary privacy principles — namely on 

that attempt to address these concerns.  On minimi-

as needed for legitimate business purposes” still 
raises many questions about the extent to which 
companies will continue to collect sensitive informa-
tion. The principles also do not ensure that consum-
ers will have rights to prevent data collection in the 

Finding #6: A majority of automakers offer 
technologies that collect and wirelessly 
transmit driving history data to data centers, 
including third-party data centers, and most 
do not describe effective means to secure 
the data. 

Automobile manufacturers store data in a variety 

on-board the vehicle and cannot be wirelessly 

transfer all data to a central location (known as 

they do contract with third-party companies to 
provide the data-collecting features that they offer.  

license third party companies to transmit and store 
data associated with the features. 

To the question of whether driving history 
 

12 manufacturers replied that they do store this 
information in some of their vehicles (depending on 

 
1 manufacturer stated that they do not collect such 

history information.

Of the 12 who said they collect and store driving 

driving history data in a server off-board the 

-
ers offer features that not only record but also 
transmit driving history wirelessly to themselves or 
to third parties.
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in some cases there are none. In the case of 

them noted that no security measure is needed 
since accessing data would require a hardwire 

data that is wirelessly transmitted outside the 
 

 

their systems to limit the transfer of personally 

The automakers’ voluntary privacy protection 

context” principle addresses the ways that data are 

ways” that automakers may collect and share data 

-
-

requests — describing a sweeping suite of practices 

collection and sharing. 

automakers commit to collecting information  

which is another positive message toward reducing 

principle offers no detail as to what may be  

effectively leaving it open for interpretation by the 
coalition members. 

Finding #7: Manufacturers use personal 
vehicle data in various ways, often vaguely 
to “improve the customer experience” and 
usually involving third parties, and retention 
policies — how long they store information 
about drivers — vary considerably among 
manufacturers.

A wide array of responses was received regarding 
the ways that manufacturers use vehicle history 
information. Of the 8 manufacturers that previously 

 

 

 Address vehicle safety concerns;

 Diagnose and assist with technical issues;

 
has been involved in an accident;

 

 

research purposes. This lack of transparency in 
personal vehicle data usage leaves consumers with 
little knowledge about how the companies actually 
use their data. 

 
8 manufacturers claimed to share this information 
with third parties to provide subscriber services. All 

share that information with third party companies.

Another question that received a wide range of 
responses was about how long driving history data  
is retained in the various systems that record and 

providing responses that sometimes varied by 

 
 to responses that indicate that information is 

 

from one to ten years;

 Three manufacturers replied that there is no 

can be deleted by users at any time;

 One manufacturer stated that navigation 
information is overwritten when the system 
runs out of memory storage space;

 One manufacturer said that on-board error 
information is deleted when the vehicle fault 
is cleared.

The new industry-led voluntary privacy principles 
include a commitment by automakers to only collect 
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-
sary for legitimate business purposes”. The intention 

no explicit rules to prevent excessive collection or 

-
able and responsible ways” that members can use 
or share data collected from vehicles. This includes 
an important provision that a warrant or court order 
is needed if companies are to share geolocation 

tangible assurances that consumers will not disap-
prove of the ways in which manufacturers use their 
sensitive information. 

from the consumer before sharing sensitive driving 

commitment fails to address whether a consumer’s 
decision to agree or disagree will affect the function-
ality of the vehicle or the features that are available 
to them. The principles also do not pertain to sharing 

Finding #8: Customers are often not explicit-
ly made aware of data collection and, when 
they are, they often cannot opt out without 
disabling valuable features, such as 
navigation.

The primary methods manufacturers use to inform 
customers of data collection are by mentioning it in the 
owners’ manual or including it in the terms and 

activation. If a customer actually becomes aware of 

to the question on how customers are made aware 

reason to inform users of on-board storage. The 
other eight manufacturers listed combinations of the 

 Owners’ manuals;

 

 

To the question of whether and how customers can 

respond. Two manufacturers said that users cannot 

feature or canceling a service subscription.

On the question of whether users (if they are made 

noted that customers can delete data directly 

mentioned that customers can request data deletion 
by contacting the service provider. 

These responses show that customer awareness 
of data collection is primarily distributed within long 
written texts such as Terms & Agreement statements 
or owner manuals. In the event that customers read 

data often requires disabling valuable vehicle 
features or services.

The new voluntary privacy principles from the 
manufacturers partially address these concerns with 

of data. This includes a list of ways that manufactur-
-

-

not guarantee an improvement over current practic-

most manufacturers claimed that such notices are 
already provided in user manuals and terms & 
conditions that must be signed upon purchase.  

-

principle does not commit manufacturers to offering 
consumers the option to prevent data collection in 

remove data that have already been collected. 

to data collection may be denied access to valuable 

geolocation information for marketing purposes may 
be the only way for a consumer to turn on the 
navigation feature. 


