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TACTRAGRULANT INSTRUCTION 5239.3

Subj:  TTGL NETWORK POLICY

Ref:   (a) DoDD 8500.01 DoD IA Program

       (b) DoDI 8500.2 IA Implementation     

       (c) SECNAVINST 5239.3 DoN IA Policy

       (d) SECNAV M-5239.1, Information Assurance Manual, Nov 05

       (e) OPNAVINST 5239.1 Navy IA Program

       (f) DoDI 8510.01 I DIACAP Process

       (g) CJCSM 6510.01 Information Assurance and Computer 

           Network Defense

       (h) SECNAVINST 5239.19 DoN CND Incident and Response and    

           Reporting Requirements

       (i) OPNAVINST 2201.2, Navy and Marine Crops Computer Network 

            Incident Response, 3 Mar 1998

 (i) DoDD 5200.2 DoD PERSEC Program (Replaces ref (i))
       (j) DODD 5200.1-R DoD INFOSEC Program

       (k) SECNAVINST 5510.36 DoN INFOSEC Program

       (l) SECNAVINST 5510.30 DoN PERSEC Program

       (m) DoDD 8570.1 IA Workforce Improvement Program

       (n) SECNAV M-5239.2 DoN Information Assurance (IA) 

           Workforce Management Manual 
       (o) OPNAVINST 2201.3

       (q) NAVSO P-5239-26

       (r) COMPUTER TASKING ORDER 10-25

       (s) CTO 08-11 170335Z NOV 08

       (t) MIL-HDBK 61 Configuration Control

       (u) TTGLINST 5239.4 Configuration Management Plan
       (v) TTGLINST 5239.2A Protection of Classified Information on 

           DON Systems

Encl: (1) Information Assurance Program Manual

1.  Purpose.  In accordance with reference (a) through (o), enclosure (1) promulgates responsibilities, policies, requirements, and standards for the Information Assurance (IA) program for Tactical Training Group Atlantic (TTGL).
2.  Background.  IA provides the preventive measures taken by an organization to ensure the availability, integrity, authentication, confidentiality and non-repudiation of its information and Information Systems (IS).  IA includes providing for the restoration of IS by incorporating protection, detection, and reaction capabilities.  Information Systems Security (INFOSEC), a subset of IA, is the protection of information and IS against unauthorized access or modification, whether in storage, processing, or transit, and against the denial of service to authorized users, including those measures necessary to detect, document and counter such threats.
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3.  Scope.  This instruction applies to all TTGL standalone and networked IS to include but not limited to routers, switches, firewalls, servers, workstations, laptops, printers, and any systems brought onboard by other Navy, DOD, Coalition, contractor, or visiting non government personnel.  This instruction also assigns responsibilities for the security of all computer systems onboard.  

4.  Action.  To assign responsibilities aboard TTGL for implementation and management of Department of the Navy (DoN) IA programs, policies, procedures and controls.

5.  Accountability and enforcement.  Any violation, attempted violation, or solicitation of another to violate this policy shall subject member to appropriate administrative and/or punitive action under the Uniform Code of Military Justice (UCMJ).  IS account privilege removal will be determined by the Commanding Officer (CO) on a case by case basis.  This instruction is a lawful order and it is effective immediately.

6.  Review.  The N6 department head is responsible for the annual review of this instruction to ensure applicability. Procedures prescribed herein are effective immediately, and deviations are prohibited without written approval of the CO.
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