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MSGID/GENADMIN/COMFLTCYBERCOM/MAR//
SUBJ/NAVY TELECOMMUNICATIONS DIRECTIVE (NTD) 2-14, POLICY AND
/PROCEDURES FOR WEB RISK ASSESSMENT (WRA) OF UNCLASSIFIED NAVY
/ WEBSITES//
REF/A/MSGID: MSG/FLTCYBERCOM/091825ZNOV2012//
REF/B/MSGID: DOC/OPNAVINST 5239.1C/20AUG2008//
REF/C/MSGID: DOC/SECNAVINST 5720.44C/21FEB2012//
REF/D/MSGID: DOC/DOD MEMO/07DEC1998//
REF/E/MSGID: DOC/SECNAVINST 5211.5E/28DEC2005//
REF/F/MSGID: DOC/SECNAVINST 5720.42F/06JAN1999//
REF/G/MSGID: MSG/SECNAV/192027ZAUG2010//
REF/H/MSGID: DOC/DODI 5205.02E/20JUN2012//
REF/I/MSGID: DOC/SECNAVINST 5239.19/18MAR2008//
REF/J/MSGID: DOC/OPNAVINST 5450.345/04APR2012//
REF/K/MSGID: MSG/USCC FRAGO2/192230ZFEB2014//
REF/L/MSGID: DOC/COMFLTCYBERCOMINST 3057.1/20AUG2013//
NARR/REF A IS NAVY TELECOMMUNICATIONS DIRECTIVE (NTD) 09-12, POLICY
AND PROCEDURES FOR WEB RISK ASSESSMENT (WRA) OF UNCLASSIFIED NAVY
WEBSITES.  REF B IS OPNAVINST 5239.1C, NAVY INFORMATION ASSURANCE
(IA) PROGRAM. REF C IS SECNAVINST 5720.44C, DEPARTMENT OF THE NAVY
PUBLIC AFFAIRS POLICY AND REGULATION. REF D IS DOD POLICY MEMORANDUM
ON WEBSITE ADMINISTRATION. REF E IS SECNAVINST 5211.5E, DEPARTMENT
OF THE NAVY PRIVACY ACT PROGRAM. REF F IS SECNAVINST 5720.42F,
DEPARTMENT OF THE NAVY FREEDOM OF INFORMATION ACT (FOIA) PROGRAM.
REF G IS ALNAV 056/10 THAT PROVIDES DON GUIDANCE ON OFFICIAL
INTERNET POSTING. REF H IS DEPARTMENT OF DEFENSE (DOD) DIRECTIVE
5205.02E, DOD OPERATIONS SECURITY (OPSEC) PROGRAM. REF I IS
SECNAVINST 5239.19, DEPARTMENT OF THE NAVY COMPUTER NETWORK INCIDENT
RESPONSE AND REPORTING REQUIREMENTS. REF J IS OPNAVINST 5450.345,
FCC/C10F MISSION, FUNCTIONS, AND TASKS. REF K IS US CYBER COMMAND
FRAGO 2, DIRECTIVE TO SCAN PUBLIC FACING DOD WEBSITES FOR
VULNERABILITIES. REF L IS COMFLTCYBERCOM/COMTENTHFLTINST 3057.1,
QUARANTINE REVIEW BOARD PROCESS.//
POC/WRA CELL/NIOC NORFOLK/UNIT:NORFOLK VA/NAME:757-417-4158X1
/TEL:DSN 537-4158X1/EMAIL:NIOC-NORFOLK_LTLC_CYBER_WRA@NAVY.MIL//
POC/NAVAL OPSEC SPT TEAM/NIOC NORFOLK/UNIT:NORFOLK VA
/NAME:757-417-7100/TEL:DSN 537-7100/EMAIL:OPSEC@NAVY.MIL//
GENTEXT/REMARKS/1. CANCEL REF A, WHICH IS SUPERSEDED BY THIS MESSAGE.
2. PURPOSE AND SCOPE. TO IMPLEMENT DON POLICY FOR CONDUCTING WEB
RISK ASSESSMENTS (WRA) OF ALL UNCLASSIFIED NAVY WEBSITES IAW REFS B,
C, AND K.  THIS DIRECTIVE APPLIES TO ALL NAVY WEBSITES THAT CAN BE
ACCESSED FROM THE INTERNET, WHETHER THEY CONTAIN DATA THAT IS
PUBLICLY-RELEASABLE (E.G. PUBLIC AFFAIRS SITES) OR PRIVATE-SENSITIVE
(E.G. LIMITED ACCESS VIA PKI). IT DOES NOT APPLY TO OFFICIAL SOCIAL
MEDIA
SUCH AS FACEBOOK (REF G APPLIES). WEBSITE ASSESSMENTS, AS AMPLIFIED
BELOW, INCLUDE THE THREE BROAD CATEGORIES OF OPSEC, COMPLIANCE,
AND SECURITY VULNERABILITY SCANS.
3. BACKGROUND.
A. REFS B THROUGH G PROVIDE GUIDANCE ON THE PURPOSE, ADMINISTRATION,
PRIVACY MANAGEMENT, INFORMATION SECURITY, AND OPERATIONS SECURITY
(OPSEC) RELATED TO PUBLICALLY ACCESSIBLE WEBSITES ESTABLISHED BY THE
NAVY. TO ENSURE OVERSIGHT AND ADHERENCE TO THE ABOVE GUIDANCE, THE
DOD AND NAVY HAVE DIRECTED REGULAR OPSEC, ADMINISTRATIVE COMPLIANCE,
AND VULNERABILITY SCANS OF NAVY WEBSITES, PER REFS H, AND K. IAW
ASSIGNED MISSIONS, FUNCTIONS AND TASKS, REF J; US FLEET CYBER
COMMAND IS RESPONSIBLE FOR ENSURING THE EFFECTIVE EXECUTION OF
WEBSITE SECURITY/COMPLIANCE GUIDANCE WITHIN THE NAVY.
4. DISCUSSION.
A. INFORMATION RESIDING ON A WEB SERVER ASSOCIATED WITH "NAVY.MIL"
(OR A NAVY COMMAND WEBSITE OUTSIDE OF NAVY.MIL) IS INTERPRETED AS
REFLECTING OFFICIAL NAVY POLICIES OR POSITIONS; THEREFORE, IT MUST
BE ACCURATE, CURRENT, AND IAW DON POLICIES. IN ADDITION, NAVY
WEBSITES (AND UNDERLYING DATABASES) INCREASINGLY CONTAIN SENSITIVE
INFORMATION THAT REQUIRES PROPER HANDLING AND SECURITY. FAILURE TO
DO SO CAN UNDERMINE THE SECURITY OF THE NAVY'S NETWORK STRUCTURE,
UNDERMINE OPERATIONS, AND UNDERMINE THE PERSONAL INFORMATION OF
PERSONNEL.
B. NAVY HAS ESTABLISHED GUIDANCE TO SUPPORT COMMANDS' MANAGEMENT
OF WEB-BASED INFORMATION SYSTEMS, AND HAS INSTITUTED, VIA THIS NTD,
REQUIREMENTS FOR ANNUAL SCANS OF NAVY WEBSITES IAW REF K. WHILE
THESE MEASURES ARE INTENDED TO BE PROACTIVE AND SUPPORT EFFECTIVE
AND SECURE MANAGEMENT OF NAVY WEBSITES, ULTIMATE RESPONSIBILITY FOR
CONTENT, ADMINISTRATIVE AND TECHNICAL COMPLIANCE, AND SECURITY OF
NAVY WEB-BASED SYSTEMS RESIDES WITH THE NAVY COMMANDS THAT SPONSOR
AND HOST WEBSITES AND DEVELOP OR POST CONTENT TO THESE SITES.
5. ACTION.
A. THE NIOC NORFOLK WEB RISK ASSESSMENT (WRA) CELL WILL:
(1) CONDUCT WEBSITE VULNERABILITY SCANS OF UNCLASSIFIED NAVY
WEBSITES DESIGNED, DEVELOPED, PROCURED, OR MANAGED BY NAVY
ACTIVITIES (OR CONTRACTORS ON BEHALF OF THOSE ACTIVITIES) AT LEAST
ANNUALLY IAW REF K TO IDENTIFY POTENTIAL VULNERABILITIES.
VULNERABILITY SCANS OF NAVY WEBSITES ARE CONDUCTED REMOTELY FROM
NIOC NORFOLK, AND DO NOT INCLUDE SCANNING OF UNDERLYING HARDWARE OR
NETWORK COMPONENTS ON WHICH THE WEBSITES ARE LOCATED. WEBSITE SCANS
ARE OVERT, COOPERATIVE, AND PRE-COORDINATED WITH WEBSITE OWNER,
HOSTING FACILITY, AND NAVY CYBER DEFENSE OPERATIONS COMMAND (NCDOC).
(2) POST SCAN RESULTS ON DOD WEB VULNERABILITY SCANNING (WVS) WEB
PORTAL AND NOTIFY NCDOC FOR REMEDIATION TRACKING AND REPORTING IAW
REF K.
B. NCDOC WILL:
(1) COORDINATE WITH WEBSITE OWNER TO ENSURE ALL DISCOVERED
VULNERABILITIES ARE REMEDIATED WITHIN 21 DAYS IAW REF K.  ENSURE
POST-REMEDIATION VALIDATION SCAN IS COMPLETED BY NIOC NORFOLK WRA
CELL.  ENSURE WEBSITE OWNER CREATES A PLAN OF ACTION AND MILESTONES
(POA&M) FOR ANY VULERABILITIES NOT REMEDIATED WITHIN 21 DAYS, POST
POA&M ON DOD WVS WEB PORTAL AND OBTAIN ACKNOWLEDGEMENT OF POA&M FROM
THE NAVY AUTORIZING OFFICIAL/OPERATIONAL DESIGNATED ACCREDITING
AUTHORITY (AO/ODAA) BEFORE 21 DAYS TIMELINE ENDS.  TRACK POA&M
TIMELINE FOR REMEDIATION EFFORT.
(2) NOTIFY NETWARCOM ON FAILURE TO REMEDIATE VULNERABILITIES WITHIN
21 DAYS.
(3) NOTIFY NETWARCOM ON FAILURE TO CREATE POA&M FOR VULNERABILITIES
NOT REMEDIATED WITHIN 21 DAYS BEFORE 21 DAYS TIMELINE ENDS.
(4) NOTIFY NETWARCOM ON FAILURE TO REMEDIATE VULNERABILITIES
ACCORDING TO THE AO/ODAA ACKNOWLEDGED POA&M TIMELINE.
C. AO/ODAA WILL:
(1) REVIEW POA&MS UPLOADED TO DOD WVS WEB PORTAL, ACKNOWLEGE AND
SIGN POA&M BEFORE 21 DAYS TIMELINE ENDS.
(2) COORDINATE WITH WEBSITE OWNER REGARDING ISSUES WITH POA&M.
D. NAVAL NETWORK WARFARE COMMAND (NETWARCOM) WILL:
(1) VALIDATE NAVY ENTRIES TO DOD WHITELIST QUARTERLY AND UPDATE POC
INFORMATION ACCORDINGLY.
(2) MAKE WHITELIST REVOCATION AND REINSTATEMENT DETERMINATION OF
NON-COMPLIANT WEBSITES IN COORDINATION WITH NCDOC AND WEBSITE OWNER
IAW REF K.
E. THE NIOC NORFOLK NAVAL OPSEC SUPPORT TEAM (NOST) WILL:
(1) PROVIDE TRAINING AND OVERSIGHT OF OPSEC CONTENT REVIEWS FOR
CLASSIFIED, CRITICAL INFORMATION (CI), AND CONTROLLED UNCLASSIFIED
INFORMATION (CUI) WHICH INCLUDES PERSONALLY IDENTIFIABLE INFORMATION
(PII) RESIDENT ON UNCLASSIFIED NAVY WEBSITES.
(2) PROVIDE OVERSIGHT OF ANNUAL COMPLIANCE REVIEWS IAW STANDARDS
ESTABLISHED IN REF C.  COMPLIANCE REVIEWS ARE ADMINISTRATIVE IN
NATURE (E.G., DOD WARNING BANNERS).
(3) DEVELOP AND POST A CHECKLIST AT HTTP:(SLANT SLANT)
WWW.PUBLIC.NAVY.MIL/FCC-C10F/NIOCNORFOLK/PAGES/REGISTERYOURSITE
.ASPX FOR NAVY COMMANDS TO USE WHILE CONDUCTING ANNUAL COMPLIANCE
REVIEWS AND OPSEC CONTENT SELF-ASSESSMENTS.
F. ALL NAVY COMMANDS AND ACTIVITIES MAINTAINING UNCLASSIFIED NAVY
WEBSITES SHALL IMPLEMENT AND ADMINISTER A COMPREHENSIVE WEBSITE
MANAGEMENT PROGRAM TO BE COMPLIANT WITH REFS B, C AND K AND WILL:
(1) REGISTER WEBSITES WITH DON APPLICATION DATABASE MANAGEMENT
SYSTEM (DADMS) AT HTTPS:(SLANT SLANT) WWW.DADMS.NAVY.MIL/, IAW REF C
(2) REQUEST A WEBSITE VULNERABILITY SCAN WHEN STANDING UP A NEW
WEBSITE OR AFTER MAKING SIGNIFICANT CHANGES TO AN EXISTING WEBSITE
THAT IS OUTSIDE OF THE NCDOC PROCESS IF A DEFENSE INFORMATION
SYSTEMS AGENCY (DISA) APPROVED WEBSITE VULNERABILITY SCANNING TOOL
DOES NOT EXIST WITHIN THE COMMAND/ACTIVITY.
(3) REVIEW AND VALIDATE WRA SCAN RESULTS ON DOD WVS PORTAL WHEN
NOTIFIED BY NCDOC.  REMEDIATE ALL DISCOVERED VULNEREABILITIES WITHIN
21 DAYS OF DISCOVERY.  INFORM NCDOC ON PROGRESS AND COMPLETION.
(4) COMMENCE C&A ACTIVITIES AS INITIATED BY THE WEBSITE OWNER AND
RESPECTIVE ECHELON II TO ASSESS WRA SCAN VULNERABILITIES AND IMPACT
TO ACCREDITED BASELINE.  CREATE A POA&M FOR VULNERABILITIES THAT
CANNOT BE REMEDIATED WITHIN 21 DAYS PRIOR TO END OF 21 DAYS TIMELINE
AND POST ON DOD WVS WEB PORTAL; UPDATE NCDOC AND AO/ODAA (USE THE
FOLLOWING EMAIL: FCC_ODAA(AT)NAVY.MIL).  OBTAIN AO/ODAA
ACKNOWLEDGEMENT AND COORDINATE FURTHER ACTIONS AS REQUIRED.
PRIOR TO AO/ODAA ACKNOWLEDGING POA&M SITE OWNER MUST INCLUDE
WRA SCAN RESULTS IN THE IT SECURITY POA&M IN THE APPROPRIATE EMASS
ARTIFACTS.  FAILURE TO SUBMIT A POA&M WITHIN 21 DAYS OF INITIAL
NOTIFICATION OR REMEDIATE VULNERABILITIES IAW AO/ODAA ACKNOWLEDGED
POA&M TIMELINE WILL RESULT IN REVOCATION FROM DOD WHITELIST WHEN
APPLICABLE.  NOTE: A QUARANTINE REVIEW BOARD (QRB) MAY BE INITIATED
BY FLTCYBERCOM.
(5) COORDINATE WITH RESPONSIBLE ECHELON II TO UPLOAD WRA SCAN REPORT
TO THE APPROPRIATE ENTERPRISE MISSION ASSURANCE SUPPORT SERVICE
(EMASS) RECORD.
(6) REQUEST A FINAL VALIDATION SCAN OF AFFECTED WEBSITE AFTER
VULNERABILITIES ARE REMEDIATED THROUGH NCDOC PROCESS.
(7) TAKE CORRECTIVE ACTIONS WITHIN 14 DAYS IF SELF ASSESSED OPSEC
COMPLIANCE REVIEW IDENTIFIES ANY DEFICIENCIES.
(8) PERFORM ANNUAL OPSEC COMPLIANCE REVIEWS AND CONTENT
SELF-ASSESSMENTS USING THE CHECKLIST DEVELOPED AND POSTED BY THE
NAVAL OPSEC SUPPORT TEAM LOCATED AT HTTP:(SLANT SLANT)
WWW.PUBLIC.NAVY.MIL/FCC-C10F/NIOCNORFOLK/PAGES/REGISTERYOURSITE
.ASPX.
(9) DEVELOP LOCAL PROCEDURES FOR REVIEW AND APPROVAL OF INFORMATION
PRIOR TO POSTING ON COMMAND OR ACTIVITY UNCLASSIFIED WEBSITES. AT A
MINIMUM, THE REVIEW WILL INCLUDE THE COMMAND PUBLIC AFFAIRS OFFICER
(PAO), COMMAND OPSEC OFFICER, DESIGNATED COMMAND INFORMATION
ASSURANCE PERSONNEL, COMMAND SECURITY MANAGER, AND THE WEBMASTER
TO ENSURE APPROPRIATENESS FOR PUBLIC RELEASE AND COMPLIANCE WITH NAVY
PRIVACY ACT, PER REFERENCE E. UNCLASSIFIED INFORMATION UNSUITABLE FOR
PUBLIC RELEASE SHALL ONLY BE PLACED ON DOD PKI PROTECTED WEBSITES;
DOMAIN RESTRICTION ALONE IS INSUFFICIENT.
G. WHEN APPLICABLE, THE QUARANTINE REVIEW BOARD (QRB) PROCESS LED BY
FCC/C10F WILL BE INITIATED IN CLOSE COORDINATION WITH WEBSITE OWNER
AND APPROPRIATE ECHELON II TO ASSESS THE LEVEL OF RISK THAT
IDENTIFIED VULNERABILITIES POSE TO THE NAVY DOD INFORMATION NETWORK
(DODIN). THESE VULNERABILITIES MAY WARRANT DISCONNECTION IN
ACCORDANCE WITH REF L.
6. QUESTIONS OR CONCERNS REGARDING ASSESSMENT OF UNCLASSIFIED NAVY
WEBSITES MAY BE ADDRESSED TO THE POCS OF THIS MESSAGE.
7. THIS NTD WILL REMAIN IN EFFECT UNTIL CANCELLED OR REPLACED.  ALL
EFFECTIVE NTDS ARE POSTED ON THE FLTCYBERCOM PORTAL AND INFOSEC
WEBSITES:
A. HTTPS:(SLANT SLANT)
USFF.PORTAL.NAVY.MIL/SITES/FCC-C10F/CIO/2/PD/DEFAULT.ASPX
B. HTTPS:(SLANT SLANT)INFOSEC.NAVY.MIL
NOTE: ONCE ON INFOSEC, SELECT DOCUMENTS, THEN SELECT DOCUMENTS
AGAIN, THEN SELECT FLTCYBERCOM, SELECT NTD'S FROM LEFT SIDE MENU. AS
AN ALTERNATIVE, ONCE ON INFOSEC, SELECT DOCUMENTS FROM DOCUMENTS
MENU, SELECT NTD'S FROM FLTCYBERCOM MENU.
8. REQUEST WIDEST DISSEMINATION.//
BT
#6124
NNNN
