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Cybersecurity Capabilities Data Collection Sheet

The data collected on this form is to be used to help resolve the Cybersecurity COI.  It will be completed by the Cybersecurity Test Team during the Local Reconnaissance and Cyberattack vignette.

PROTECT:

Adequacy of patch management
1.  Is there a process for patching the cybersecurity vulnerabilities of the SUT?
________________________________________________________________
________________________________________________________________
2.  How often are patches applied to (SUT) components?
________________________________________________________________
________________________________________________________________
3.  Are there any issues with receiving and/or implementing periodic Cybersecurity Vulnerability Alerts, or other required system updates?  If yes, explain.
________________________________________________________________

Adequacy of cybersecurity configuration
1.  Is the SUT’s basic Input/Output system password(s) protected?
________________________________________________________________
2.  Can a user change the boot device by rebooting the system?
________________________________________________________________
3.  Are there any of the cybersecurity aspects of the SUT not configured in accordance with the DoD and Navy policy guidelines?  List all configuration issues.  ___________________
________________________________________________________________
________________________________________________________________

Data Sheet D-1
Page 2 of 8

Adequacy of access control
1.  Can remote maintenance be conducted on the SUT if needed?
________________________________________________________________
________________________________________________________________
2.  Are configuration changes to the SUT required before the remote maintenance is conducted?  Describe.
________________________________________________________________
________________________________________________________________
3.  Is remote access allowed for the SUT?  If so, is it through a remote access device or is it direct from the remote access point to the SUT?
________________________________________________________________
________________________________________________________________
4.  How are access controls (read, write, and delete permissions, etc.) established and enforced on SUT components, e.g., the file system, web server, etc.?
________________________________________________________________
________________________________________________________________
5.  Is SUT information that is accessible from outside the system controlled in terms of open, controlled, and restricted access levels?
________________________________________________________________
________________________________________________________________
6.  What accounts are used on the SUT and what roles (i.e., sysadmin, user, application admin, special purpose, etc.) and privileges do they have?
________________________________________________________________
________________________________________________________________
7.  How are the accounts on the SUT managed (adding accounts, modifying permissions, etc.)?
________________________________________________________________
________________________________________________________________
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8.  Do system administrators screen users for membership, need-to-know, and functional tasks before accounts are established and do they disestablish accounts when no longer needed?
________________________________________________________________
________________________________________________________________
9.  Do system administrators use the principle of providing the least amount of privilege to users when their accounts are established?
________________________________________________________________

Adequacy of authentication and system password strength enforcement
1.  How are passwords for the SUT controlled?
________________________________________________________________
________________________________________________________________
2.  Are there any factory set, default, or Fleet/standard-user identifiers or passwords used on the SUT?
________________________________________________________________
________________________________________________________________
3.  Does the SUT use any group authenticators?
________________________________________________________________
________________________________________________________________
4.  Does the SUT use individual identifiers (e.g., unique token or logon identification) and passwords for authentication?
________________________________________________________________
________________________________________________________________
5.  What is the password policy for the SUT and is it controlled at the local system level or within the domain/enclave?
________________________________________________________________
________________________________________________________________
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6.  Are you aware of any issues with individual account control, password protection, sharing of passwords, or other issues that could allow for unauthorized system access?  If yes, explain.
________________________________________________________________
________________________________________________________________
________________________________________________________________

DETECT:

Adequacy of IDS
1.  Does the SUT have a Host-Based Security System (HBSS) agent installed?
________________________________________________________________
________________________________________________________________
2.  Is the agent reporting to a central console?
________________________________________________________________
________________________________________________________________
3.  What mode is the agent in (Protect (On), Adaptive, Learn, or Off)?
________________________________________________________________
________________________________________________________________
4.  Is HBSS configured to provide the information needed to detect attacks against the SUT (e.g. source destination IP; destination IP address, etc.)?
________________________________________________________________
________________________________________________________________
5.  Can the HBSS policies be changed to eliminate interference with applications?
________________________________________________________________
________________________________________________________________
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6.  Any issues with the installation of either the Unclassified and/or Classified HBSS SUT (accessibility of HBSS SUT-A servers, support equipment, cooling, etc.)?  If yes, explain.
________________________________________________________________
________________________________________________________________
7.  What HBSS training did the operators/maintainers receive?  List training/schools, including dates attended.
________________________________________________________________
________________________________________________________________
8.  List the HBSS documentation provided by the Program Office for operations.
________________________________________________________________
________________________________________________________________
9.  List the HBSS documentation provided by the Program Office for maintenance.
________________________________________________________________
________________________________________________________________
10.  Have there been any major failures of HBSS SW and/or hardware that required repair or replacement of servers, routers, support equipment, and/or reloading of SW?  If yes, please detail the number and types of failures, and whether technical support, backup disks, and/or parts were readily available.
________________________________________________________________
________________________________________________________________

Adequacy of audit logging (include review/analysis)
1.  Are the audit logs on the SUT used?  If so, how often and for what purpose(s), i.e., troubleshooting system problems, periodic review for Cybersecurity related audit events, etc.?
________________________________________________________________
________________________________________________________________
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2.  Do logs have the information needed to identify Cybersecurity related audit events, such as data and time of event, successful/unsuccessful logons, access privilege activity, etc.?
________________________________________________________________
________________________________________________________________
3.  Were there any inaccurate detections?  Assume that the only legitimate detections are those generated by action conducted by penetration testing team.
________________________________________________________________
________________________________________________________________

Adequacy of A/V
1.  Does the SUT have an A/V application, and if so, how is it updated?
________________________________________________________________
________________________________________________________________
2.  When was SUT’s A/V application last updated?
________________________________________________________________
________________________________________________________________

REACT:

Adequacy of mitigation
1.  List the documentation provided by the Program Office for reporting an incident involving a cyber-attack on the SUT.
________________________________________________________________
________________________________________________________________
2.  Describe the guidance provided in the technical documentation to determine the nature and extent of a cyber-attack._________________________________________________________
________________________________________________________________
________________________________________________________________
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RESTORE:

Adequacy of system restoration
1.  Have there been any major failures of software or hardware that required repair or replacement of servers, routers, support equipment, and/or reloading of software?  If yes, please detail the number and types of failures, and whether technical support, backup disks, and/or parts were readily available.
________________________________________________________________
________________________________________________________________
2.  How quickly can maintenance spares or spare parts for the SUT be ready for installation given system failure?
________________________________________________________________
3.  Are backup copies of the SUT critical software on hand to allow for system restoration and if so, is it the most current version, including updates and patches?
________________________________________________________________
________________________________________________________________
[bookmark: _GoBack]4  List the documentation provided by the Program Office to complete system restoration after an incident.
________________________________________________________________
________________________________________________________________
5.  Describe the measures provided in the technical documentation to ensure that system restoration is done in a secure and verifiable manner.
________________________________________________________________
________________________________________________________________

Adequacy of data restoration
1.  For SUT data, how often are data backups performed?
________________________________________________________________
________________________________________________________________

Data Sheet D-1
Page 8 of 8

2.  Describe the measures provided in the technical documentation to secure and protect the data backups.
________________________________________________________________
________________________________________________________________
3.  List the documentation provided by the Program Office for data restoration after an incident.
________________________________________________________________
________________________________________________________________
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Cybersecurity Detect Data Collection Sheet

TO BE COMPLETED BY THE PLATFORM SYSTEM ADMINISTRATOR AND NCDOC

The data collected on this form is to be used to help resolve the Cybersecurity COI.  The Test Team will provide the stimulus by attempting to penetrate and exploit the BL 9A.  The BL 9A or USS CHANCELLORSVILLE system administrator and NCDOC will use this form to capture the data associated with the detection aspects of that activity.  This sheet should be filled out for each cyberattack event detected during 7-2 and 7-3 vignettes.  The status of each event detected will be coordinated with the Cybersecurity Test Team, through the OTD and the designated data collector, in order to differentiate between the Cybersecurity Test Team activity and actual cyberattacks against the BL 9A.  The system administrator will follow incident response procedures for actual attacks.  For Cybersecurity Test Team activity, those same procedures, including reporting the activity to NCDOC will be followed up to but not including altering the configuration of any BL 9A or USS CHANCELLORSVILLE systems.

	Time Activity Detected
(UTC)
	Capability that Detected Cyber Activity (1)
	Who Detected the Activity
	What Element Detected the Activity
(2)
	Determination of Execution Results (2)
	Determination of 
Target of Cyber Activity (4) 

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Column reference:
1.  Firewall, IDS, Intrusion Prevention System (IPS), CASA, AV, Audit Logs, System Behavior
2.  Fill in with all:  host name/device name, IP address
3.  Cat 1 Root Level Intrusion; Cat 2 User Level Intrusion; Cat 3 Unsuccessful Activity; Cat 4 Denial of Service; Cat 5 Non-Compliance Activity; Cat 6 Reconnaissance; Cat 7 Malicious Logic; Cat 8 Under Investigation/Unresolved; Cat 9 Explained Anomaly
4.  Record attack source IP address, application(s), account(s), data, etc., that the ship determined were targeted by the attack
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	Time Activity Detected
(UTC)
	Capability that Detected Cyber Activity (1)
	Who Detected the Activity
	What Element Detected the Activity
(2)
	Determination of Execution Results (2)
	Determination of 
Target of Cyber Activity (4) 

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	




Data Sheet D-3
Page 1 of 2

Cybersecurity React Data Collection Sheet

TO BE COMPLETED BY THE OTD AT THE SUT SITE

The Cybersecurity Test Team will provide the stimulus by attempting to penetrate and exploit the Aegis BL9A.  The OTD will use this form to capture the data associated with the reaction the system administrator takes based upon the system and operator detection of that activity.  This sheet should be filled out for each cyberattack event the system administrator reacted to during 7-2 and 7-3 vignettes. In the event the system administrator does not detect the cyberattacks (stimulus) provided by the Cybersecurity Test Team, a white card will be used to evaluate the operators ability to report a cyberattack to NCDOC, per the procedures outlined OPNAVINST 5239.19.
	Time React Measures Started (UTC)
	First Response Taken
	Containment Strategy Directed by NCDOC
	Time Mitigation Actions Completed (UTC)
	Time Incident Fully Remediated (UTC)
	SUT Component Affected 
	Was attack fully stopped?  If not, what part of the attack was not completely remediated?

	Example:
250800ZJan12
	
	
	251000ZJan12
	251200ZJan12
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	Time React Measures Started (UTC)
	First Response Taken
	Containment Strategy Directed by NCDOC
	Time Mitigation Actions Completed (UTC)
	Time Incident Fully Remediated (UTC)
	SUT Component Affected 
	Was attack fully stopped?  If not, what part of the attack was not completely remediated?
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Cybersecurity Restore Data Collection Sheet

The data collected on this form is to be used to help resolve the Cybersecurity COI.  The OTD will use this form to capture the data associated with the restoration measures observed during operational testing.  This sheet should be filled out during the demonstration of BL 9A’s system and data restoration capabilities.  This will determine how long the restoration process takes, the percentage of the data recovered during the restoration, and whether full functionality was restored to BL 9A.  Restoration activity should be conducted by USS CHANCELLORSVILLE personnel and any instances where that is not the case should be documented on this form.

Supports Measures
Time to restore mission capability after initiating restoration plan
Adequacy of system restoration
Adequacy of system data restoration

1.  What portion of the SUT was restored (data, applications, entire system)?
________________________________________________________________
________________________________________________________________
________________________________________________________________
2.  Was a standard operating procedure used?
________________________________________________________________
________________________________________________________________
________________________________________________________________
3.  Was there a list that detailed which items should be restored first?
________________________________________________________________
________________________________________________________________
________________________________________________________________
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4.  What did the operator use to restore the system (manuals, help desk etc.)?
________________________________________________________________
________________________________________________________________
________________________________________________________________
5.  Was the restoration successful?  Determine time and date the data used in the backup were last saved and compare to time and date of the data that were restored.  This can help determine the amount of data loss during the restore.
________________________________________________________________
________________________________________________________________
________________________________________________________________
6.  How long did the restoration take?

	[SUT] Restore Time	Comment by Brown, Michael D CIV USN COMOPTEVFOR: This is a sample data collection table for record time to restore.  Division’s/OTD have leeway to change this to support their SUT restore.

	
	(hh:mm)
	Explanation

	Total System Restore Time
	
	

	Total Clock Time
	
	

	Total Neutral Time
	
	

	Total Support Time (off haul)
	
	

	Total time in the Execution of Restoration Procedures
	
	

	[SUT] Restoration Clock Time

	
	Military Time (0000-2359)
	Explanation

	Day 1 
(if more than one day)
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	[SUT] Restoration Clock Time

	
	Military Time (0000-2359)
	Explanation

	Day 2
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	Day 3
	
	

	
	
	

	
	
	

	
	
	

	System Components that were restored during this demonstration
	 

	System Restore was completed by (rate/name of operator)
	 
	 

	OTD Notes:
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Cybersecurity Patch Management Evaluation Data Sheet

The data collected on this form is to be used to help resolve the Cybersecurity COI.  The OTD will use this form to interview the crewmember(s) responsible for patch management.

Name (completing this data sheet):  ____________________________
Date:  _________________

Describe the process for applying patches to the system.
________________________________________________________________
________________________________________________________________
Does the process cover all possible patches the system (OS, Applications, etc.) could need?
YES _________	NO __________
If NO, what patches are unable to be downloaded/applied?
________________________________________________________________
________________________________________________________________
How do you receive patches to update the system?  Web site/CD/etc.?
________________________________________________________________
________________________________________________________________
How are you notified of new patches available for installation?
________________________________________________________________
________________________________________________________________
Is there a procedure to roll back from applied patches if they cause operating issues after being applied?
________________________________________________________________
________________________________________________________________
How frequently are patches applied to the system?
________________________________________________________________
________________________________________________________________
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What is the last patch applied to the system?
________________________________________________________________
________________________________________________________________

Additional comments:  __________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
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Cybersecurity Detection and Reaction Evaluation Data Sheet

The data collected on this form is to be used to help resolve the Cybersecurity COI.  The OTD will use this form to interview network operators and administrators.

Were you able to detect any cyberattack activity during the OT&E cyberattack events?
YES _________	NO __________
If yes, what was detected?
________________________________________________________________
________________________________________________________________
________________________________________________________________
Did CASA detect any cyberattack activity during the OT&E cyberattack events?
YES _________	NO __________
Did other tools help detect any cyberattack activity during the OT&E cyberattack events?
YES _________	NO __________
If yes, what tools were used?
________________________________________________________________
________________________________________________________________
________________________________________________________________
How would you rate the adequacy of your training you received for detecting cyberattack activities?
 _____ Totally Adequate
 _____ Very Adequate
 _____ Barely Adequate
 _____ Barely Inadequate
 _____ Very Inadequate
 _____ Totally Inadequate
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Did you check audit logs for any indicators of cyberattacks during the IOT&E cyberattack events?
YES _________	NO __________
If yes, which audit logs?  What cyberattack indicators were found?
________________________________________________________________
________________________________________________________________
Were you able to respond to any cyberattacks during the IOT&E cyberattack events?
YES _________	NO __________
If yes, how did you respond?
________________________________________________________________
________________________________________________________________

Additional comments:
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
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Cybersecurity Time to Penetrate Data Collection Sheet

The Cybersecurity Test Team Lead will use this form to record data captured during the Intelligence Collection, Local Reconnaissance and Cyberattack and Remote Reconnaissance and Cyberattack vignettes.

Intelligence Collection
Estimate of the amount of time (HH:MM:SS) taken to analyze available related data for SUT:      :    :    .

Describe factors which effected intelligence collection of the cybersecurity data.  Provide a qualitative assessment of the contribution of intelligence collection to achieve penetration of the SUT:  
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
System/Network Reconnaissance
Estimate of the amount of time (HH:MM:SS) taken to complete reconnaissance of the SUT:      :    :    .

Provide a qualitative assessment of the contribution of local reconnaissance to achieve penetration of the SUT: 
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
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Penetration:
Determine, from the penetration test tool logs, the amount of time required to penetrate the SUT      :    :    .

Add times (HH:MM:SS) from the Intelligence Collection, System/Network Reconnaissance and Penetration section to determine time to penetrate:      :    :    .

Additional comments:
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
________________________________________________________________
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Cybersecurity Pre‑Test Configuration Status Data Sheet

The data collected on this form will be used to confirm all systems and components, required for the cybersecurity test, are available and operating.  The OTD, along with a member of the ship’s force will visually confirm status of the system as up or down and if up, whether it is energized or not.  An explanation will be recorded for any system not energized.  D-8 will be completed at the beginning of each test period conducted.  Testing cannot commence until this data sheet is completed.

Accomplished by (name, rank and position):______________________
Time/Date accomplished:__________________

	SYSTEM
	SYSTEM STATUS 
(CIRCLE TO INDICATE UP, DOWN, OR DOWN AND ENERGIZED)
	ISSUES
(LIST COMPONENTS NOT UP AND ENERGIZED AND WHY)

	ISNS SIPR	Comment by Brown, Michael D CIV USN COMOPTEVFOR: The list provided is an example from the AEGIS BL9 testing.  Divisions/OTD are to list all SUT components.
	UP/DOWN/ENERGIZED
	

	ACEG
	UP/DOWN/ENERGIZED
	

	ALIS
	UP/DOWN/ENERGIZED
	

	NAS
	UP/DOWN/ENERGIZED
	

	ACTS
	UP/DOWN/ENERGIZED
	

	ADS
	UP/DOWN/ENERGIZED
	

	C&D
	UP/DOWN/ENERGIZED
	

	CASA
	UP/DOWN/ENERGIZED
	

	ORTS/ORTSTARS
	UP/DOWN/ENERGIZED
	

	SPY
	UP/DOWN/ENERGIZED
	

	FCS
	UP/DOWN/ENERGIZED
	

	SVS
	UP/DOWN/ENERGIZED
	

	WCS
	UP/DOWN/ENERGIZED
	

	GCCS-M
	UP/DOWN/ENERGIZED
	

	CDLMS
	UP/DOWN/ENERGIZED
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Cybersecurity Password Strength Analysis Data Sheet

The data collected for this data sheet are for the evaluation of Aegis BL 9A’s capability to enforce password strength and password storage.  Password files for user and system level accounts will need to be physically collected, stored, and securely transported for further analysis.  Aegis BL 9A operators will need to be involved in collection process to assist the Cybersecurity Test Team in this effort.

Name (completing
this data sheet):  ________________________	Date:  ____________

1.  Is the DoN Password Complexity Policy enforced on all user and service level accounts in the system?
Written answer (yes/no): __________

a. Passwords must, at a minimum, be 14 characters.
b. Passwords must contain characters from three of the five following categories.
i. Uppercase letters of European languages (A through Z, with diacritic marks, Greek and Cyrillic characters)
1. Examples A, B, C, … Z
ii. Lowercase letters of European languages (a through z, sharp-s, with diacritic marks, Greek and Cyrillic characters)
1. Examples a, b, c, … z
iii. Base 10 digits (0 through 9)
1. Examples 0, 1, 2, … 9
iv. Nonalphanumeric characters (special characters)
1. Examples $,!,%,^,(){}[];:<>?
v. Any Unicode character that is categorized as an alphabetic character but is not uppercase or lowercase. This includes Unicode characters from Asian languages.

2.  Number of passwords attempted to be cracked: _______________

3.  Number of passwords cracked: _______________
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4. Account privilege levels of cracked passwords (do not list cracked passwords):

	Privilege Level
	Reason For Weakness

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	Example: admin, user, system, etc.
	Example: unencrypted, default password, dictionary based, common sequence, etc. 
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CORE CYBERSECURITY COMPLIANCE METRICS DATA FORM

(To be completed by the Cybersecurity Test Team during the cybersecurity test events.  The data collected on this data sheet will be used to evaluate [insert your SUT’s name] core cybersecurity compliance metrics by comparing compliance status described in the [insert your SUT’s name] certification and accreditation scorecard against the core cybersecurity compliance metrics outlined in the DOT&E memo of 1 Aug 14, attachment A)

	NIST Special Publication 800-53 Revision 4
IA Controls
	Measurement
	DODI 8500.2
IA Controls
	Scorecard Compliant Reporting
(Yes/No/ Inherited/NA)

	AC-2 (Account Management)
	Accounts are established only after screening users for membership, need-to-know and functional tasks, and disestablished when they are no longer needed
	ECPA-1 
(Privileged Account Control)
	

	AC-6 (Least Privilege)
	Accesses are granted to users following the principle of least privilege
	ECLP-1 
(Least Privilege)
	

	IA-2 (Identification and Authentication)
	Organizational users are uniquely identified and authenticated when accessing the system, including using group accounts
	IAGA-1 (Group Authentication)
	

	
	
	IAIA-1 (Individual Identification and Authentication)
	

	
	
	IAIA-2 (Individual Identification and Authentication)
	

	
	
	EBRU-1 (Remote Access for User Functions)
	

	AU-3 (Content of Audit Records)
	Audit records contain sufficient information to establish the nature, time, location, source and outcome of malicious events, as well as the identity of any individuals associated with such events
	ECAR-1 
(Audit Record Content – Public Systems)
	

	
	
	ECAR-2 (Audit Record Content – Sensitive Systems)
	

	
	
	ECAR-3 (Audit Record Content – Classified Systems Audit of Security Label Changes) 
	

	
	
	ECLC-1 (Audit Record Content – Classified Systems Audit of Security Label Changes)
	

	AU-6 (Audit Review, Analysis and Reporting)
	Audit records are reviewed and analyzed promptly for indications of inappropriate activity, and any findings are reported to the appropriate cyberdefenders
	ECAT-1 (Audit Trail, Monitoring, Analysis and Reporting)
	

	
	
	ECAT-2 (Audit Trail, Monitoring, Analysis and Reporting)
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	NIST Special Publication 800-53 Revision 4
IA Controls
	Measurement
	DODI 8500.2
IA Controls
	Scorecard Compliant Reporting
(Yes/No/ Inherited/NA)

	CA-7 (Continuous Monitoring)
	The system is continuously monitored for vulnerabilities, to include regular assessments by cybersecurity test teams
	ECMT-1 (Conformance Monitoring and Testing)
	

	
	
	ECMT-2 (Conformance Monitoring and Testing)
	

	
	
	VIVM-1 (Vulnerability Management)
	

	CM-6 (Configuration Settings)
	The system is installed in accordance with an established baseline configuration following the principle of least functionality, and any deviations from this baseline are recorded
	DCCS-1	(Configuration Specifications)
	

	
	
	DCCS-2	(Configuration Specifications)
	

	
	
	DCCT-1	(Compliance Testing)
	

	
	
	DCSS-1	(System State Changes)
	

	
	
	ECSC-1	(Security Configuration Compliance)
	

	CP-9 (Backup, Recovery and Restoration)
	System data is routinely backed up and preserved, and a recovery and restoration plan for the system is provided
	DCHW-1 (HW Baseline)
	

	
	
	DCSW-1 (SW Baseline)
	

	
	
	COBR-1	(Protection of Backup and Restoration Assets)
	

	
	
	CODB-1	(Data Backup Procedures)
	

	
	
	CODB-2	(Data Backup Procedures)
	

	
	
	CODB-3	(Data Backup Procedures)
	

	CP-10 (Backup, Recovery and Restoration)
	
	ECDC-1	(Data Change Controls)
	

	
	
	ECND-1	(Network Device Controls)
	

	
	
	ECND-2	(Network Device Controls)
	

	
	
	COTR-1	(Trusted Recovery)
	

	IA-3 (Device Identification and Authentication)
	The information system uniquely identifies and authenticates devices before establishing a connection
	None
	NA

	IA-5 (Authentication Management and Default Authenticators)
	The cryptographic strength, maximum lifetime and storage methods for system authenticators (e.g., password, tokens) are compliant with organizational policy and
System authenticators (e.g., password, tokens) are changed from their default settings 
	IAIA-1	(Individual Identification and Authentication)
	

	
	
	IAIA-2	(Individual Identification and Authentication)
	

	
	
	IATS-1	(Token and Certificate Standards)
	

	
	
	IATS-2	(Token and Certificate Standards)
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	NIST Special Publication 800-53 Revision 4
IA Controls
	Measurement
	DODI 8500.2
IA Controls
	Scorecard Compliant Reporting
(Yes/No/ Inherited/NA)

	MP-7 (Physical Access Control)
	The information system, including data ports, is physically protected from unauthorized access appropriate to the level of classification
	None
	NA

	PE-3 (Physical Access Control)
	The information system, including data ports, is physically protected from unauthorized access appropriate to the level of classification
	PEPF-1	(Physical Protection of Facilities)
	

	
	
	PEPF-2	(Physical Protection of Facilities)
	

	
	
	PEPS-1	(Physical Security Testing)
	

	SC-7 (Boundary Protection)
	The system monitors and controls data exchanges at the external boundary and at key internal boundaries, including Firewalls or guards and IPS/IDS/HBSS
	EBBD-1	(Boundary Defense)
	

	
	
	EBBD-2	(Boundary Defense)
	

	
	
	EBBD-3	(Boundary Defense)
	

	
	
	DCSS-2	(System State Changes)
	

	
	
	EBPW-1	(Public WAN Connection)
	

	
	
	ECID-1	(Host Based IDS)
	

	SC-8 (Secure Network Communications)
	Network communications are secure and remote sessions require a secure form of authentication
	ECTM-1	(Transmission Integrity Controls)
	

	
	
	ECTM-2	(Transmission Integrity Controls)
	

	SC-23 (Secure Network Communications)
	Network communications are secure and remote sessions require a secure form of authentication
	ECTM-2	(Transmission Integrity Controls  (Session Authenticity))
	

	SI-2 (Update Management)
	Security-related software and firmware updates (e.g., patches) are centrally managed and applied to all instances of the system IAW relevant direction and timeliness
	VIVM-1	(Vulnerability Management (Flaw Remediation))
	

	SI-3 (Malicious Code Protection)
	Mechanisms for preventing the deployment of malicious code (e.g., viruses, malware are installed, configured and kept up-to-date
	ECVP-1	(Virus Protection)
	

	Note:  Department of the Navy is still using DODI 8500-2 (Defense Information Assurance Certification and Accreditation Process (DIACAP) and have not yet transited and implemented NIST Special Publication 800-53 Controls per DODI 8510.01, Risk Management Framework.   However, the above table shows the mapping from NIST SP 800-53 to DODI 8500-2 IA Controls.  
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