SAMPLE ISSM APPOINTMENT LETTER (TO GO ON COMMAND LETTER HEAD)
From:  <Commander/Commanding Officer>
To:      <FIRST M. LAST, CSWF Professional>

Subj:   APPOINTMENT AS INFORMATION SYSTEMS SECURITY MANAGER

Ref:    (a) DoD Directive 8140.01 of 11 August 2015
           (b) DoD Instruction 8500.01 of 14 March 2014 
           (c) DoD Instruction 8510.01 of 12 March 2014
           (d) DoD Directive O-8530.1 of 8 January 2001
           (e) DoD Instruction O-8530.2 of 9 March 2001
           (f) CJCSI 6510.01F
           (g) CJCSM 6510.01B
           (h) SECNAVINST 5239.20A
           (i) SECNAVINST 5239.3C 
           (j) SECNAVINST 3052.2
           (k) SECNAV M-5239.2 
           (l) SECNAV M-5510.30

1.  Per references (a) through (l), you are hereby appointed as the Information System Security Manager (ISSM) for (COMMAND).  As the primary cybersecurity (CS) advisor, you will report to and advise me on all CS issues for all unclassified systems and networks within (COMMAND).

2.  You are required to comply with the security requirements of references (i) through (k), and hold a U.S. Government security clearance commensurate with the level of information processed by the information system(s) to which you have access.

3.  Your duties as the ISSM include, but are not limited to the following requirements:

       a.  Satisfy all responsibilities per reference (k).

       b.  Develop and maintain a (COMMAND) CS program that identifies CS architecture; CS requirements; CS objectives and policies; CSWF personnel; and CS processes and procedures.

       c.  The ISSM will work with the Command Security Manager (CSM) to develop and implement the appropriate traditional/physical security posture in support of the command’s information systems. The CSM is responsible to the CO for the proper development, implementation, and enforcement of the command’s overall personnel and traditional/physical security posture. 

       d.  Provide security oversight for (COMMAND) and subordinate units.  This includes coordinating (COMMAND) information security measures including analysis, periodic testing, evaluation, verification, accreditation, and review of information system installations.
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       e.  Ensure information ownership responsibilities are established for each (COMMAND) information system, to include accountability, access approvals, and special handling requirements.

       f.  Ensure the development, review, endorsement, and maintenance of CS assets and authorize documentation per references (c) and (i). A repository of this documentation and all modifications should be maintained.

       g.  Ensure Information System Security Officers (ISSOs) are appointed in writing, to include their assigned duties and responsibilities per reference (k).  All ISSOs are also required to receive the necessary technical or management and CS training, education, and credentials required to carry out their respective duties.

       h.  Ensure compliance monitoring occurs, and review the results of such monitoring, notifying the cognizant authorizing official of significant, e.g., CAT I findings, especially those that cannot be mitigated or remediated through normal maintenance and corrective action.

       i.  Coordinate security measures to include analysis, periodic testing, evaluation, verification, and review of information system installation at the appropriate classification level within the command or organizational network structure.

       j.  Develop a local repeatable process for reporting intrusions, incidents, and network information or electronic spillages/negligent discharge quickly and effectively.  The Navy’s Tier 2 Computer Network Defense Service Provider (CNDSP), Navy Cyber Defense Operations Command (NCDOC), is responsible for providing guidance for Incident Response and Recovery follow their specific guidance when conducting an investigation.

       k.  Ensure procedures are developed and implemented in accordance with configuration management (CM) policies and practices for authorizing the use of software on information systems.

       l.  Serve as a member of the CM board or delegate this responsibility to the properly appointed command ISSO.

       m.  Ensure authorized and privileged users and system support personnel have the required background investigation, security clearance, authorization, and need-to-know and are indoctrinated on (COMMAND) security practices before granting access to information systems.

       n.  Ensure audit trails (system logs) are reviewed periodically and audit records are archived and maintained for future reference.

       o.  Ensure authorized and privileged system users are provided initial and annual CS awareness training, and system administrator, management and network security personnel are provided appropriate systems security training for their duties.
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       p.  The Cybersecurity Workforce Program Manager (CSWF-PM) is accountable to ISSM to ensure completion of training and credentials for command CS Workforce personnel are up to date in the Cybersecurity Workforce Management Tool.

4.  You are to provide your contact information to the Immediate Superior In Command (ISIC) Program Manager who maintains the list of ISSMs.

5.  This appointment is effective until rescinded in writing.



                                                                              F. M. LAST
                                                                              Commander/Commanding Officer
                                                                              <or By direction>
Copy to:
EII/ISIC
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